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DA 23-168
Released: March 1, 2023

SUPPLY CHAIN ANNUAL REPORTS AS OF DECEMBER 31, 2022 ARE DUE 
NO LATER THAN MARCH 31, 2023

WC Docket No. 18-89

The Office of Economics and Analytics reminds providers of advanced communications services that the filing deadline for the Supply Chain Annual Reporting requirement is March 31, 2023.

Section 5 of the Secure and Trusted Communications Networks Act of 2019 directed the Commission to require providers of advanced communications service[footnoteRef:3] to report and certify annually whether the provider has purchased, rented, leased, or otherwise obtained any covered communications equipment or service on the list of covered communications equipment and services (Covered List).[footnoteRef:4]  Specifically, for equipment or services placed on the initial Covered List, providers must report covered equipment or services obtained on or after August 14, 2018.  If the Commission subsequently adds equipment or services to the Covered List, filers must report any equipment or services obtained 60 days or more after the date they are added to the list.  If a provider cannot certify that it has no covered communications equipment or services, it must provide information regarding the locations, types, suppliers, historic and replacement cost, functionality, replacement plans, and a detailed justification of why such equipment was obtained.[footnoteRef:5] [3:  The Commission has defined “advanced communication service” as high-speed, switched, broadband telecommunications capability that enables users to originate and receive high-quality voice, data, graphics, and video telecommunications using any technology with connection speeds of at least 200 kbps in either direction.  47 CFR § 1.50001(a). ]  [4:  Secure and Trusted Communications Networks Act of 2019, Pub. L. No. 116-124, 133 Stat. 158 (2020) (codified as amended at 47 U.S.C. §§ 1601–1609) (Secure Networks Act).  ]  [5:  The Commission subsequently codified this reporting requirement.  See Protecting Against National Security Threats to the Communications Supply Chain Through FCC Programs, WC Docket No. 18-89, Second Report and Order, 35 FCC Rcd 14284, 14369, para. 212 (2020) (2020 Supply Chain Order); 47 CFR § 1.50007.] 


On March 12, 2021, the Public Safety and Homeland Security Bureau (PSHSB) published the initial Covered List, which included telecommunications equipment produced by Huawei Technologies Company and ZTE Corporation and certain video surveillance and telecommunications equipment produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, and Dahua Technology Company.[footnoteRef:6]  On March 25, 2022, PSHSB added certain products and services produced by AO Kaspersky Lab, China Mobile International USA Inc., and China Telecom (Americas) Corp. to the Covered List.[footnoteRef:7]  On September 20, 2022, international telecommunications services from Pacific Network Corp, its wholly-owned subsidiary ComNet (USA) LLC, and China Unicom (Americas) Operations Limited were added to the Covered List.[footnoteRef:8]  The current version of the Covered List is available at https://www.fcc.gov/supplychain/coveredlist.   [6:  See Public Safety and Homeland Security Bureau Announces Publication of the List of Equipment Covered by Section 2 of the Secure Networks Act, WC Docket 18-89, Public Notice, DA 21-309 (PSHSB Mar. 12, 2021).
  ]  [7:  See Public Safety and Homeland Security Bureau Announces Additions to the List of Equipment and Services Covered by Section 2 of the Secure Networks Act, WC Docket No. 18-89, Public Notice, DA 22-320 (PSHSB Mar. 25, 2022).]  [8:  Public Safety and Homeland Security Bureau Announces Additions to the List of Equipment and Services Covered by Section 2 of the Secure Networks Act, WC Docket No. 18-89, Public Notice, DA 22-979 (PSHSB Sept. 20, 2022).] 


Any provider that reported and certified in 2022 that it had purchased, rented, leased, or otherwise obtained covered communications equipment and services on the Covered List, as well as those providers that are reporting the presence of newly obtained covered equipment or services, must submit an annual report on or before March 31, 2023 covering information as of December 31, 2022.[footnoteRef:9] [9:  47 CFR § 1.50007(b).] 


A provider that does not have any covered communications equipment or services must file an initial report and certify as such through the online reporting portal.[footnoteRef:10]  A provider that certified this in 2022 does not need to file an annual report in 2023 unless the provider has purchased, rented, leased, or otherwise obtained communications equipment or services that appears on the current Covered List.  In that case, the provider must report information on such equipment when it is obtained and then annually as described in the preceding paragraphs.[footnoteRef:11]  [10:  Id. § 1.50007(c).]  [11:  Id.] 


As a reminder, the Covered List is subject to change, and it is incumbent upon providers to remain alert to further notices announcing changes to the list.  

The reporting portal, instructions, and other information regarding the Annual Reporting requirement are available at https://www.fcc.gov/supplychain.   

For additional information and questions regarding the FCC’s Supply Chain Data Collection Annual Reporting requirement, send an email to SupplyChainData@fcc.gov. 
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