
DA 25-927 
Released:  October 14, 2025

National Security Advisory No. 2025-01

REMINDER:  COMMUNICATIONS EQUIPMENT AND SERVICES ON THE 
COVERED LIST POSE AN UNACCEPTABLE RISK TO NATIONAL SECURITY 

WC Docket No. 18-89, ET Docket No. 21-232, EA Docket No. 21-233, ET Docket No. 24-136

The Federal Communications Commission issues this Advisory to reiterate that communications 
equipment and services on the FCC’s Covered List have been determined to pose unacceptable 
risks to the national security of the United States and its citizens.  Most of this equipment and 
services are closely tied to the foreign adversaries, like China, and can allow the CCP to surveil 
Americans, disrupt communications networks, and otherwise threaten U.S. national security.  
The use, importation, marketing, sale, provision, or receipt of covered equipment or services may 
threaten American national security, as may interconnection with such equipment or services.  
The FCC therefore strongly recommends that organizations and individuals currently using, or 
considering the purchase of, communications equipment and services review the Covered List 
and fully consider the risks posed by covered equipment and services.   

The FCC’s Covered List currently includes the following equipment and services: 

- Telecommunications equipment produced by Huawei Technologies Company, 
including telecommunications or video surveillance services provided by such entity or 
using such equipment.

- Telecommunications equipment produced by ZTE Corporation, including 
telecommunications or video surveillance services provided by such entity or using such 
equipment.

- Video surveillance and telecommunications equipment produced by Hytera 
Communications Corporation, to the extent it is used for the purpose of public safety, 
security of government facilities, physical security surveillance of critical infrastructure, 
and other national security purposes, including telecommunications or video surveillance 
services provided by such entity or using such equipment.

- Video surveillance and telecommunications equipment produced by Hangzhou 
Hikvision Digital Technology Company, to the extent it is used for the purpose of 
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public safety, security of government facilities, physical security surveillance of critical 
infrastructure, and other national security purposes, including telecommunications or 
video surveillance services provided by such entity or using such equipment.

- Video surveillance and telecommunications equipment produced by Dahua Technology 
Company, to the extent it is used for the purpose of public safety, security of government 
facilities, physical security surveillance of critical infrastructure, and other national 
security purposes, including telecommunications or video surveillance services provided 
by such entity or using such equipment.

- Information security products, solutions, and services supplied, directly or indirectly, 
by AO Kaspersky Lab or any of its predecessors, successors, parents, subsidiaries, or 
affiliates.

- International telecommunications services provided by China Mobile International 
USA Inc. subject to section 214 of the Communications Act of 1934.

- Telecommunications services provided by China Telecom (Americas) Corp. subject to 
section 214 of the Communications Act of 1934.

- International telecommunications services provided by Pacific Networks Corp and its 
wholly-owned subsidiary ComNet (USA) LLC subject to section 214 of the 
Communications Act of 1934.

- International telecommunications services provided by China Unicom (Americas) 
Operations Limited subject to section 214 of the Communications Act of 1934.

- Cybersecurity and anti-virus software produced or provided by Kaspersky Lab, Inc. or 
any of its successors and assignees, including equipment with integrated Kaspersky Lab, 
Inc. (or any of its successors and assignees) cybersecurity or anti-virus software.

The Commission maintains an up-to-date version of the Covered List, which will reflect any 
additions or deletions from the List after issuance of this Advisory.1  The Covered List can be 
found on the Commission’s website at https://www.fcc.gov/supplychain/coveredlist.   

The FCC’s Covered List determinations also apply to the subsidiaries and affiliates of entities 
that produce or provide the equipment or services identified on the Covered List.  We therefore 
attach as Appendix A to this Advisory a list of subsidiaries and affiliates that entities named on 
the Covered List have identified to the Commission via filings in ET Docket No. 21-232 as 
producing covered communications equipment and services.2  Appendix B includes all the 

1 See The Public Safety and Homeland Security Bureau and the Office of Engineering and Technology Seek Public 
Input on Commerce Department Determination Regarding Certain Connected Vehicle Technologies, WC Docket 
No. 18-89, ET Docket No. 21-232, EA Docket No. 21-233, Public Notice, DA 25-418 (May 23, 2025) (seeking 
public input on whether the Covered List should be updated based on a recent Commerce Department determination 
related to connected vehicles).  
2 See 47 CFR § 2.903(b) (requiring each entity named on the Covered List as producing covered communications 
equipment to “provide to the Commission . . . the full name, mailing address or physical address (if different from 

(continued….)

https://www.fcc.gov/supplychain/coveredlist


Federal Communications Commission

3

subsidiaries and affiliates of Zhejiang Dahua Technology Co., Ltd., (Zhejiang Dahua) that it 
listed in a filing in ET Docket No. 21-232 on September 22, 2025.3  The Appendices do not 
constitute a comprehensive list of all entities that the Commission may find, upon further 
examination, to qualify as relevant subsidiaries or affiliates of entities on the Covered List.  We 
are making this information available on the Commission’s Covered List webpage and will 
update as Commission determines that other changes need to be made to that information.

To file a complaint regarding “covered” equipment or services, visit www.fcc.gov/complaints or 
call 1-888-CALL-FCC.

To request materials in accessible formats for people with disabilities (Braille, large print, 
electronic files, audio format), send an e-mail to fcc504@fcc.gov or call the Consumer & 
Governmental Affairs Bureau at (202) 418-0530 (voice), (202) 418-0432 (TTY).  

Action by the Chief of the Public Safety and Homeland Security Bureau, in coordination with the 
Chairman’s Council on National Security.

mailing address), email address, and telephone number of each of that named entity's associated entities (e.g., 
subsidiaries or affiliates) identified on the Covered List as producing covered communications equipment”). 

3 While Zhejiang Dahua represents that all 129 entities in Appendix B are associated entities, it does not represent 
which may produce or provide communications equipment or services.  Those entities, whether or not they currently 
provide covered communications equipment or services, are subject to the Commission’s prohibitions, such as the 
prohibition against obtaining authorizations for covered equipment.
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APPENDIX A
Subsidiaries and Affiliates of Select Entities Identified on the Covered List

(as reported by those Entities, pursuant to 47 CFR § 2.903(b))
As of October 10, 2025

Entity Reported Subsidiaries / Affiliates

Huawei Technologies 
Company4

Huawei Technologies USA Inc.

Huawei Technologies Co. Ltd.

Huawei Device Co. Ltd.

ZTE Corporation5 Nubia Technology Co., Ltd.

Hytera Communications 
Corporation6

Hytera US Inc

Teltronic S.A. Unipersonal

Norsat International Inc.

HMF Smart Solutions GmbH

4 See Letter from Qian Liang, President, Huawei Technologies USA Inc., to Marlene Dortch, Secretary, FCC, ET 
Docket No. 21-232, at 2 (filed Mar. 9, 2023) (https://www.fcc.gov/ecfs/document/103102227123364/1) (stating that 
Huawei Technologies USA Inc. voluntarily complies with Rule 2.903(b) as a company incorporated in and doing 
business in the United States and asserting that there is no authority “empowering the FCC to require disclosure of 
information by or about entities operating outside the jurisdiction of the United States”); Letter from Qian Liang, 
President, Huawei Technologies USA Inc., to Marlene Dortch, Secretary, FCC, ET Docket No. 21-232, at 2 (filed 
Mar. 8, 2023) (https://www.fcc.gov/ecfs/document/10308705510957/1) (stating the same).  
5 Letter from Shen Nan, Senior Vice President, Chief Legal Officer, ZTE Corporation, to Marlene Dortch, Secretary, 
FCC, ET Docket No. 21-232 (filed Mar. 8, 2023) (https://www.fcc.gov/ecfs/document/10308954518088/1).  
6 Hytera Communications Corporations Limited Notification Pursuant to Rule 2.903(b), ET Docket No. 21-232 
(filed Mar. 8, 2023) (https://www.fcc.gov/ecfs/document/103080280313939/1). 

https://www.fcc.gov/ecfs/document/103102227123364/1
https://www.fcc.gov/ecfs/document/10308705510957/1
https://www.fcc.gov/ecfs/document/10308954518088/1
https://www.fcc.gov/ecfs/document/103080280313939/1
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Hangzhou Hikvision 
Digital Technology 

Company7

Hikvision USA, Inc.

Hangzhou Ezviz Network Co., Ltd.

Hangzhou EZVIZ Software
Co., Ltd.

Hangzhou Hikrobot Co., Ltd.

Hangzhou Hikmicro Sensing Technology Co., Ltd.

Hangzhou Rayin Technology Co., Ltd.

Hangzhou Hikauto Technology Co., Ltd.

Wuhan Hikstorage Technology Co., Ltd.

Hangzhou Hikstorage Technology Co., Ltd.

Dahua Technology 
Company8

Zhejiang Dahua Vision Technology Co., Ltd.

Hangzhou Huacheng Network Technology Co., Ltd.

Zhejiang HuaRay Technology Co., Ltd.

7 Hikvision USA, Inc. disclosed its subsidiaries and affiliates that produce equipment subject to the Commission’s 
equipment authorization rules, regardless of whether such equipment is “covered communications equipment.”  See 
Letter from John T. Nakahata et al., Counsel to Hikvision USA, Inc., HWG LLP, to Marlene Dortch, Secretary, 
FCC, ET Docket No. 21-232, at 2 (filed June 21, 2024) (https://www.fcc.gov/ecfs/document/106212292130675/1); 
Letter from John T. Nakahata, Steven A. Fredley, Deepika H. Ravi, Counsel to Hikvision USA, Inc., HWG LLP, to 
Marlene Dortch, Secretary, FCC, ET Docket No. 21-232, at 2 (filed Mar. 8, 2023) 
(https://www.fcc.gov/ecfs/document/103090355904338/1).

8 Letter from Andrew D. Lipman, Counsel to Dahua Technology USA Inc. to Marlene Dortch, Secretary, FCC, ET 
Docket No. 21-232 (filed March 9, 2023) (https://www.fcc.gov/ecfs/document/1031036500674/1).  Zhejiang Dahua 
Technology Co., Ltd. (Zhejiang Dahua) made a subsequent filing in April 2024.  Letter from Andrew D. Lipman, 
Counsel to Zhejiang Dahua Technology Co., Ltd., to Marlene Dortch, Secretary, FCC, ET Docket No. 21-232 (filed 
April 9, 2024) (https://www.fcc.gov/ecfs/document/1041032066167/1).  On September 22, 2025, Zhejiang Dahua 
made an additional filing in ET Docket No. 21-232, which is reflected in Appendix B. 

https://www.fcc.gov/ecfs/document/106212292130675/1
https://www.fcc.gov/ecfs/document/103090355904338/1
https://www.fcc.gov/ecfs/document/1031036500674/1
https://www.fcc.gov/ecfs/document/1041032066167/1
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APPENDIX B

Entities Identified by Zhejiang Dahua Technology Co., Ltd., as Associated Entities
as of September 22, 20259

Line Full Name
1 Anhui Dahua Zhilian Information Technology Co., Ltd.
2 Anhui Dahua Zhishu Information Technology Co., Ltd.

3 Beijing Huayue Shangcheng Information Technology
Service Co., Ltd.

4 Bozhou Boda Yongshun Technology Co., Ltd.
5 Changsha Dahua Technology Co., Ltd.
6 Chengdu Dahua Smart Information Technology Co., Ltd.

7 Chengdu Dahua Zhian Information Technology Service Co.,
Ltd.

8 Chengdu Dahua Zhilian Information Technology Co., Ltd.

9 Chengdu Dahua Zhishu Information Technology Service
Co., Ltd.

10 Chengdu Huazhiwei Technology Co., Ltd.
11 Chengdu Huishan Smart Network Technology Co., Ltd.
12 Chengdu Zhichuang Cloud Technology Co., Ltd.
13 Dahua Argentina S.A.
14 Dahua Guvenlik Teknolojileri Sanayive Ticaret A.S.
15 Dahua Iberia, S.L.
16 Dahua Security Malaysia SDN. BHD.
17 Dahua Technology (HK) Limited
18 Dahua Technology (Thailand) Co.,LTD.
19 Dahua Technology Australia PTY LTD
20 Dahua Technology Azerbaijan LLC
21 Dahua Technology Bangladesh Private Limited
22 Dahua Technology Belgium BV

23 DAHUA TECHNOLOGY BRASIL COMÉRCIO
ESERVIÇOS EM SEGURANÇA ELETRÔNICA LTDA

24 Dahua Technology Bulgaria EOOD
25 Dahua Technology Canada INC.
26 Dahua Technology Chile SpA
27 Dahua Technology China (Pvt) LTD

9 On September 22, 2025, Zhejiang Dahua Technology Co., Ltd., (Zhejiang Dahua) made a filing in ET Docket No. 
21-232 identifying 129 entities as currently associated with Zhejiang Dahua, not just those entities that produce 
covered communications equipment.  (https://www.fcc.gov/ecfs/document/1092256890361/1)  It represented that 
this disclosure was consistent with the revisions to Section 2.903(b) adopted by the Commission on May 22, 2025, 
that will become effective upon completion of review under the Paperwork Reduction Act.   See Promoting the 
Integrity and Security of Telecommunications Certification Bodies, Measurement Facilities, and the Equipment 
Authorization Program, Report and Order, ET Docket 24-136, 40 FCC Rcd 3616, 3658, 3679, ¶¶  89, 160.  

https://www.fcc.gov/ecfs/document/1092256890361/1
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28 Dahua Technology Colombia S.A.S
29 Dahua Technology Czech s.r.o.
30 Dahua Technology Denmark Aps.
31 Dahua Technology France SAS
32 Dahua Technology GmbH
33 Dahua Technology Hungary Kft
34 Dahua Technology India Private Limited
35 Dahua Technology Israel Ltd.
36 Dahua Technology Italy S.R.L.
37 Dahua Technology Japan LLC
38 Dahua Technology Kazakhstan LLP
39 Dahua Technology Kenya Limited
40 Dahua Technology Korea Company Limited
41 Dahua Technology Mexico S.A. DE C.V
42 Dahua Technology Middle East FZE
43 Dahua Technology Morocco SARL
44 Dahua Technology Netherlands B.V.
45 Dahua Technology New Zealand Limited
46 Dahua Technology Nigeria Representative Ltd
47 Dahua Technology Pacific S.A
48 Dahua Technology Pakistan (private) Limited
49 Dahua Technology Panama S.A.
50 Dahua Technology Perú S.A.C
51 Dahua Technology Poland Sp. z o.o.
52 Dahua Technology QFZ LLC
53 Dahua Technology S.R.L
54 Dahua Technology Singapore Pte. Ltd.
55 Dahua Technology South Africa Proprietary Limited
56 Dahua Technology SRB d.o.o.
57 Dahua Technology Tunisia Limited Liability Company
58 Dahua Technology UK Limited
59 Dahua Technology Vietnam Company Limited
60 Dahua Vision LLC
61 Dezhou Shuzhi Information Technology Co., Ltd.
62 Digital Dongyang Technology Operation Co., Ltd.
63 Fujian Dahua Qingchuang Digital Technology Co., Ltd.
64 Guangdong Huaxiyue Intelligent Technology Co., Ltd.
65 Guangdong Zhishi Digital Technology Co., Ltd.
66 Guangxi Dahua Information Technology Co., Ltd.
67 Guangxi Dahua Technology Co., Ltd.
68 Guangxi Dahua Yunlian Information Technology Co., Ltd.
69 Guangxi Dahua Zhicheng Co., Ltd.
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70 Guangxi FTZ Huaqin Wisdom Park Technology Research
Institute Co., Ltd.

71 Guangxi Huacheng Technology Co., Ltd.
72 Guizhou Huayi Vision Technology Co., Ltd.
73 Guizhou Meitan Dahua Information Technology Co., Ltd.
74 Hainan Dahua Huizhi Technology Co., Ltd.
75 Hangzhou Fuyang Hua'ao Technology Co., Ltd.
76 Hangzhou Xiaohua Technology Co., Ltd.
77 HANGZHOU XICHUANG PRIVATE EQUITY PARTNERSHIP(L.P.).
78 Henan Dahua Zhilian Information Technology Co., Ltd.
79 Huahongchang Intelligent Technology (Jiangsu) Co., Ltd.
80 Hunan Dahua Zhilong Information Technology Co., Ltd.
81 Inner Mongolia Dahua Zhimeng Information Technology Co., Ltd.
82 Jiangsu Huaruipin Technology Co., Ltd.
83 Jilin Dahua Zhilian Technology Co., Ltd.
84 Luoyang Dahua Zhiyu Information Technology Co., Ltd.
85 Nanyang Dahua Ruizhi Information Technology Co., Ltd.
86 Ningbo CiDa YongShun Intelligent Technology Co., Ltd.

87 Ningbo Huayan Chuangxi Venture Capital InvestmentPartnership (Limited 
Partnership)

88 PT. Dahua Vision Technology Indonesia
89 Qingdao Dahua Ruifa Intelligent IoT Technology Co., Ltd.
90 Rudong Jintianhua Security Technology Co., Ltd.
91 RuiCity Digital Technology Co., Ltd.
92 Shandong Dahua Digital Intelligence Co., Ltd.

93 Shanghai Huashang Chengyue Information Technology
Service Co., Ltd.

94 Shenzhen Aowa City Operation and Development Co., Ltd.

95 Sichuan Dahua Guangxun Optoelectronics Technology Co.,
Ltd.

96 Sichuan Hengji Anhua IoT Technology Co., Ltd.
97 Tianjin Dahua Information Technology Co., Ltd.
98 Tianjin Huajian Technology Co., Ltd.
99 VISMEXTECH DHM SERVICIOS, S.A. DEC.V.
100 Xi'an Dahua Intelligent Technology Co., Ltd.
101 Xuzhou Defeng Technology Development Co., Ltd.
102 Yibin Huahui Information Technology Co., Ltd.
103 Yiwu Huaxi Technology Co., Ltd.
104 Zhejiang Dahua Intelligent IoT Operation Service Co., Ltd.
105 Zhejiang Dahua Investment Management Co., Ltd.
106 Zhejiang Dahua Jinzhi Technology Co., Ltd.
107 Zhejiang Dahua Ju'an Technology Co., Ltd.

108 Zhejiang Dahua Security Network Operation Service Co.,
Ltd.
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109 Zhejiang Dahua System Engineering Co., Ltd.
110 Zhejiang Dahua Vision Technology Co., Ltd.
111 Zhejiang Dahua Zhilian Co., Ltd.
112 Zhejiang Fengshi Technology Co., Ltd.
113 Zhejiang Gaohua Smart IoT Technology Co., Ltd.
114 Zhejiang HJ Technology Co., Ltd.
115 Zhejiang Huachuang Vision Technology Co., Ltd.
116 Zhejiang Huafei Intelligent Technology Co., Ltd.
117 Zhejiang Huajian Technology Co.,Ltd.
118 Zhejiang Huajie New Energy Operation Service Co., Ltd.
119 Zhejiang Huakong Software Co., Ltd.
120 Zhejiang Huaqi Intelligence Co., Ltd.
121 Zhejiang HuaRay Technology Co., Ltd.
122 Zhejiang Huaruijie Technology Co., Ltd.
123 Zhejiang Huaxiao Technology Co., Ltd.
124 Zhejiang Huayixin Technology Co., Ltd.
125 Zhejiang Pixfra Technology Co., Ltd.
126 Zhejiang Shuhang Intelligence Co., Ltd.

127 Zhejiang Zhoushan Digital Development and Operation Co.,
Ltd.

128 Zhengzhou Airport Economic Zone Huaao Technology Co.,
Ltd.

129 Zhengzhou Dahua Zhian Information Technology Co., Ltd.


