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FCC PUBLISHES CONSOLIDATED PROHIBITED ENTITIES LIST TO SUPPORT
EQUIPMENT AUTHORIZATION INTEGRITY
ET Docket No. 24-136

On September 2, 2026, The Federal Communications Commission (Commission) published a
consolidated prohibited entities list to the Commission website.! This list combines all of the prohibited
entities listed under section 2.902 of the Commission’s rules? to help equipment authorization applicants
and testing facilities verify whether an entity qualifies as a “Prohibited Entity” according the Second
Report and Order and Second Further Notice of Proposed Rulemaking (Second EA Integrity R&O).

The consolidated prohibited entities list can be found at this URL:
https://www.fcc.gov/engineering-technology/prohibited-entities-list.

In the Second EA Integrity R&O, 3 the Commission adopted a measure to strengthen national
security by promoting the integrity of our equipment authorization program while alleviating unnecessary
administrative burdens on Telecommunications Certification Bodies (TCBs) and industry providers.* The
Second EA Integrity R&O established under 47 CFR § 2.949 that recognition of laboratory accreditation
bodies now requires 1) certification to the Commission that the laboratory is not owned by, controlled by,
or subject to the direction of a prohibited entity pursuant to § 2.902, and 2) document to the Commission
any entity that has equity or voting interests of 5% or greater in the laboratory accrediting body.>

Multiple commenters® reported challenges in identifying whether an entity is prohibited.
The § 2.902 identifies these entities through multiple lists housed with multiple different agencies:

1. the Commission’s Covered List,’
2. the Bureau of Industry and Security Entity List and Military End User List,®

! Consolidated List of Prohibited Entities, Federal Communications Commission (Last visited September 2, 2026),
https://www.fcc.gov/engineering-technology/prohibited-entities-list.

247 CFR § 2.902

3 Promoting the Integrity and Security of Telecommunications Certification Bodies, Measurement Facilities, and the
Equipment Authorization Program (Second EA Integrity R&O). ET Docket 24-136. Second Report and Order, Order
on Reconsideration, and Second Further Notice of Proposed Rulemaking. 91 FCC Red 27843 (May 15,2026).

4 See, Para. 58.

> See, Final Rules, Appendix A, Part 2 § 2.949, Recognition of laboratory accreditation bodies; Appendix A, Part 2
§ 2.951, Recognition of measurement facilities.

6 See, paras. 56-57.

7 List of Equipment and Services Covered by Section 2 of The Secure Networks Act, Federal Communications
Commission. (Last visited August 28, 2026), https://www.fcc.gov/supplychain/coveredlist.

8 Pursuant to 15 CFR part 744, supplement no. 4; pursuant to 15 CFR part 744, supplement no. 7.


https://www.fcc.gov/engineering-technology/prohibited-entities-list
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3. the Department of Homeland Security Uyghur Forced Labor Prevention Act Entity List,’

4. Section 5949 of the James M. Inhofe National Defense Authorization Act for Fiscal Year
2023,10

5. Section 1260H of the National Defense Authorization Act (NDAA) for Fiscal Year
2021,

6. the Department of Treasury Non-Specially Designated Nationals Chinese Military-
Industrial Complex Companies List,!? and
7. entities identified as “foreign adversaries” by the Department of Commerce. '3

The Second EA Integrity R&O directed the Office of Engineering (OET) to create a consolidated
list of prohibited entities under § 2.902 for public release. This webpage is part of the ongoing fulfillment
of that effort.

The consolidated prohibited entities list provides the entity name, any known aliases, the relevant
source prohibited entities list, the country where the company is located, and the relevant Federal Register
citation. The webpage offers a search feature and drop-down filtering by the lists designated in § 2.902.
The list is updated on a recurring basis, with a “last updated” indicator at the top of the page. Users can
also download a machine-readable CSV version of the list.

While the consolidated prohibited entities list is compiled from authoritative U.S. government
website sources and will be updated regularly by the Commission, users are still responsible for verifying
the accuracy of the consolidated list. It is provided as a courtesy to assist users seeking to identify
prohibited entities and comply with the Commission’s rules. The source code and documentation for this
website will be made available at: github.com/fcc/.

The Commission does not manage the lists maintained by other agencies. Therefore, it is
possible delays in those lists being updated or data availability issues may occur beyond the control of the
Commission. Users should operate with this understanding and take appropriate steps to verify the data
against the original lists.

Additionally, the list does not contain all affiliates and subsidiaries not currently captured by the
prohibited entities lists of the original agency responsible for each list. Companies are acquired, sold,
closed, and opened on a recurring basis and these lists evolve as new affiliates and subsidiaries are
identified. There is often a delay between the market activity and the addition of impacted entities to the
relevant prohibited entities list. The consolidated list reflects the limitations caused by this delay.

Information
For further information, please contact Erika Heeren-Moon, Fellow, Project CYPHER

(Cybersecurity and Privacy Harnessing Engineering & Research), Office of Engineering and Technology,
by email at erika.heeren@fcc.gov, with a copy to OET-NatSec@fcc.gov or by phone at (202) 418-7552.
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9 Pursuant to 19 U.S.C. 4681.
10 Pyb. L. 117-263.

1 Pyub. L. 116-283.

12 Pursuant to 31 CFR part 586.
13 Pursuant to 15 CFR 791.4.
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