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FCC EXAMINES NEED FOR TOUGHER PRIVACY RULES
Comment Sought On Measures Proposed by EPIC, Commission
Washington, D.C. – The Federal Communications Commission today launched a
proceeding to examine whether additional security measures could prevent the unauthorized
disclosure of sensitive customer information held by telecommunications companies.
In a Notice of Proposed Rulemaking (NPRM) adopted today, the Commission seeks
comment on a variety of issues related to customer privacy, including what security measures
carriers currently have in place, what inadequacies exist in those measures, and what kind of
security measures may be warranted to better protect consumers’ privacy. The Notice grants a
petition for rulemaking filed by the Electronic Privacy Information Center (EPIC) expressing
concerns about whether carriers are adequately protecting customer call records and other
customer proprietary network information, or CPNI. EPIC claims that some data brokers have
taken advantage of inadequate security standards to gain access to the information under false
pretenses, such as by posing as the customer, and then offering the records for sale on the
Internet. The practice is known as “pretexting.”
In its petition, EPIC proposed five additional security measures that it says will more
adequately protect CPNI. The NPRM specifically seeks comment on these five measures, which
are:
•

Passwords set by consumers.

•

Audit trails that record all instances when a customer’s records have been
accessed, whether information was disclosed, and to whom.

•

Encryption by carriers of stored CPNI data.

•

Limits on data retention that require deletion of call records when they are no
longer needed.

•

Notice provided by companies to customers when the security of their CPNI may
have been breached.

Section 222 of the Communications Act requires carriers to take specific steps to ensure
that CPNI is adequately protected from unauthorized disclosure. Current rules require carriers to
certify compliance with the Commission’s CPNI rules and make that certification available to

the public, but the Commission observes that a lack of uniformity in these certifications could be
an obstacle to effective enforcement. The Commission seeks comment on a tentative conclusion
that it should amend its rules to require carriers to file annual compliance certificates with the
Commission, along with a summary of all consumer complaints received in the past year
concerning the unauthorized release of CPNI and a summary of any actions taken against data
brokers during the preceding year.
The Commission also seeks comment on other ways to protect customer privacy,
including whether carriers should be required to take the additional step of calling a subscriber’s
registered telephone number before releasing CPNI in order to verify that the caller requesting
the information is actually the subscriber.
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