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FCC FACT SHEET*
Denial of International Section 214 Authority for China Mobile International (USA) Inc.
Memorandum Opinion and Order - IBFS File No. ITC-214-20110901-00289

Background: China Mobile International (USA) Inc., which is ultimately owned and controlled by the
People’s Republic of China, seeks a Section 214 authorization to provide international
telecommunications services between the United States and foreign destinations. When an applicant for
international Section 214 authority has reportable foreign ownership, the Commission routinely seeks the
expertise of the relevant Executive Branch agencies as to whether grant of the application would raise any
national security, law enforcement, foreign policy, or trade policy concerns. The Commission then makes
an independent decision in light of the information in the record, including any information provided by
the applicant in response to any filings by the Executive Branch agencies.

After a thorough examination of China Mobile USA’s ownership and business plan, the Executive Branch
agencies expressed the view that China Mobile USA’s application raises substantial national security and
law enforcement risks that cannot be resolved through a voluntary mitigation agreement.

What the Order Would Do:

¢ Find that China Mobile USA’s international Section 214 application presents substantial and serious
national security and law enforcement risks that cannot be addressed through a mitigation agreement.

¢ Find that China Mobile USA has not met its burden of establishing that grant of its international
Section 214 application serves the public interest.

o Deny China Mobile USA’s application for international Section 214 authority.

* This document is being released as part of a “permit-but-disclose” proceeding. Any presentations or views on the
subject expressed to the Commission or its staff, including by email, must be filed in IBFS File No. ITC-214-
20110901-00289, which may be accessed via the International Bureau Filing System
(https://licensing.fcc.gov/myibfs). Before filing, participants should familiarize themselves with the Commission’s
ex parte rules, including the general prohibition on presentations (written and oral) on matters listed on the Sunshine
Agenda, which is typically released a week prior to the Commission’s meeting. See 47 CFR § 1.1200 et seq.
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l. INTRODUCTION
1. China Mobile International (USA) Inc. (China Mobile USA) is ultimately owned and

* This document has been circulated for tentative consideration by the Commission at its May 2019 open meeting.
The issues referenced in this document and the Commission’s ultimate resolution of those issues remain under
consideration and subject to change. This document does not constitute any official action by the Commission.
However, the Chairman has determined that, in the interest of promoting the public’s ability to understand the nature
and scope of issues under consideration, the public interest would be served by making this document publicly
available. The FCC’s ex parte rules apply and presentations are subject to “permit-but-disclose” ex parte rules. See,
e.g., 47 C.F.R. 88 1.1206, 1.1200(a). Participants in this proceeding should familiarize themselves with the
Commission’s ex parte rules, including the general prohibition on presentations (written and oral) on matters listed
on the Sunshine Agenda, which is typically released a week prior to the Commission’s meeting. See 47 CFR 8§
1.1200(a), 1.1203.
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controlled by the People’s Republic of China (Chinese government). In this Memorandum Opinion and
Order (Order), we deny China Mobile USA’s application for a Section 214 authorization to provide
international telecommunications services between the United States and foreign destinations.? After
reviewing the record evidence in this proceeding,® we find that due to a number of factors related to China
Mobile USA’s ownership and control by the Chinese government, grant of the application would raise
substantial and serious national security and law enforcement risks that cannot be addressed through a
mitigation agreement. Therefore, grant of this application would not be in the public interest.

1. BACKGROUND
A International Section 214 Applications
2. Pursuant to Section 214(a) of the Act, no carrier may provide service until it obtains from

the Commission a certificate that such services will serve the public interest, convenience, and necessity.*
Section 63.18 of the Commission’s rules, which implements Section 214 of the Act, requires that an
application for international Section 214 authority “include information demonstrating how the grant of
the application will serve the public interest, convenience, and necessity.” As part of the Commission’s
public interest analysis, the Commission considers whether such an application raises national security,
law enforcement, foreign policy, or trade policy concerns related to the applicant’s reportable foreign
ownership.® With regard to these concerns, the Commission has sought the expertise of the relevant
Executive Branch agencies for over 20 years, and has accorded deference to their expertise when they

! Application of China Mobile International (USA) Inc. for International Section 214 Authority, File No. ITC-214-
20110901-00289, Attach. 2 (filed Sept. 1, 2011), https://go.usa.gov/xEhbs (China Mobile USA Application);
Amendment to Application of China Mobile International (USA) Inc. for International Section 214 Authority, File
No. ITC-214-20110901-00289 (Jan. 30, 2015) (China Mobile USA 2015 Supplement).

2 China Mobile USA Application. Section 214 refers to Section 214 of the Communications Act of 1934, as
amended (the Act), 47 U.S.C. § 214.

3 We conclude that the publicly-available and business confidential information provided by the Executive Branch
agencies is sufficient to support our findings and decision in this Order. In addition, there is a classified supplement
that discusses how the classified information provided to the Commission by the Executive Branch agencies further
supports the findings and decision in this Order. See Appendix A (Classified Supplement); Use of Classified
Information, FCC 78-755, 44 Rad. Reg. 2d 607, 611, para. 10 (FCC 1978).

447 U.S.C. § 214(a) (“No carrier shall undertake the construction of a new line or of an extension of any line, or
shall acquire or operate any line, or extension thereof, or shall engage in transmission over or by means of such
additional or extended line, unless and until there shall first have been obtained from the Commission a certificate
that the present or future public convenience and necessity require or will require the construction, or operation, or
construction and operation, of such additional or extended line. . ..”). The Supreme Court has determined that the
Commission has considerable discretion in deciding how to make its Section 214 public interest finding. FCC v.
RCA Communications, Inc., 346 U.S. 86, 90 (1953); see also Policy and Rules Concerning Rates for Competitive
Common Carrier Services and Facilities Authorizations Therefor, CC Docket No. 79-252, First Report and Order,
85 FCC 2d 1, paras. 117-129 (1980) (discussing the Commission’s authority under Section 214(a) of the Act);
Streamlining the International Section 214 Authorization Process and Tariff Requirements, 1B Docket No. 95-118,
Notice of Proposed Rulemaking, 10 FCC Rcd 13477, 13480, para. 6 (1995); Report and Order, 11 FCC Rcd 12884,
12903, n.63 (1996).

>47 CFR § 63.18.

& Rules and Policies on Foreign Participation in the U.S. Telecommunications Market; Market Entry and Regulation
of Foreign-Affiliated Entities, 1B Docket Nos. 97-142 and 95-22, Report and Order and Order on Reconsideration,
12 FCC Rcd 23891, 23918-21, paras. 59-66 (1997) (Foreign Participation Order), recon. denied, 15 FCC Rcd
18158 (2000); Process Reform for Executive Branch Review of Certain FCC Applications and Petitions Involving
Foreign Ownership, IB Docket No. 16-155, Notice of Proposed Rulemaking, 31 FCC Rcd 7456 (2016) (Executive
Branch Process Reform NPRM).
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have identified such a concern in a particular application.” The Executive Branch agencies have provided
their advice on the record,® and the Commission has considered their advice as a part of its public interest
determination. The Commission ultimately makes an independent decision in light of the information in
the record, including any information provided by the applicant in response to any filings by the
Executive Branch agencies.®

B. China Mobile USA’s Application

3. China Mobile USA is a Delaware corporation that is indirectly and ultimately owned and
controlled by the Chinese government.’? China Mobile USA is an indirect but wholly owned subsidiary
of China Mobile Limited, a Hong Kong entity that is publicly traded on the New York and Hong Kong
exchanges.! China Mobile Limited is one of the largest telecommunications companies in the world.*?
China Mobile Hong Kong (BVI) Limited, a British Virgin Islands investment holding company, owns
over 70% of China Mobile Limited.** China Mobile Hong Kong (BVI) Limited is ultimately 100%
owned by China Mobile Communications Corporation (China Mobile),** which is 100% owned by the

" Foreign Participation Order, 12 FCC Rcd at 23918-21, paras. 59-66 (in opening the U.S. telecommunications
markets to foreign entry, the Commission affirmed its previously ad hoc policy of seeking Executive Branch
feedback on any national security, law enforcement, foreign policy, or trade policy concerns related to the reportable
foreign ownership as part of its overall public interest review of an application). The policy also applies to other
types of applications with reportable foreign ownership, including applications for submarine cable landing licenses,
transfers of control of domestic Section 214 authority, and petitions for declaratory ruling to exceed the foreign
ownership benchmarks of Section 310(b) of the Act. Id.; Amendment of the Commission’s Regulatory Policies to
Allow Non-U.S. Licensed Space Stations to Provide Domestic and International Satellite Service in the United
States; Amendment of Section 25.131 of the Commission’s Rules and Regulations to Eliminate the Licensing
Requirement for Certain International Receive-Only Earth Stations, IB Docket No. 96-111, CC Docket No. 93-23,
RM-7931, Report and Order, 12 FCC Rcd 24094, 24171, para. 179-80 (1997); see also Executive Branch Process
Reform NPRM, 31 FCC Rcd at 7457-58, paras. 4-5.

8 Foreign Participation Order, 12 FCC Rcd at 23921, para. 66.

% 1d. (“We emphasize that the Commission will make an independent decision on applications to be considered and
will evaluate concerns raised by the Executive Branch agencies in light of all the issues raised (and comments in
response) in the context of a particular application.” (emphasis added)).

10 China Mobile USA Application, Attach. 2; China Mobile USA 2015 Supplement.

11 China Mobile USA Application, Attach. 2; China Mobile USA 2015 Supplement at 2-3. See also China Mobile,
Overview, https://www.chinamobileltd.com/en/about/overview.php (last visited Apr. 16, 2019) (China Mobile
Limited was listed on the New York Stock Exchange on October 22, 1997 and the Hong Kong Stock Exchange on
October 23, 1997).

12 Through its subsidiaries, China Mobile is the dominant mobile provider in China and the world’s largest mobile
provider by subscribers. See, e.g., Telegeography China Mobile closing down 3G system, complete switch-off
expected by 2020, https://www.telegeography.com/products/commsupdate/articles/2019/03/11/china-mobile-
closing-down-3g-system-complete-switch-off-expected-by-2020/ (March 11, 2019). China Mobile Limited has the
largest number of subscribers, with more than 925 million customers at the start of 2019, and a market value of
$217.5 billion in February 2019. The World’s Top 10 Telecommunications Companies,
https://www.investopedia.com/articles/markets/030216/worlds-top-10-telecommunications-companies.asp (Feb. 7,
2019).

13 China Mobile USA Application, Attach. 2 (74.2%); China Mobile USA 2015 Supplement at 2 (73.31%).
According to China Mobile’s website, “[t]he Company's ultimate controlling shareholder is China Mobile
Communications Group Co., Ltd. (formerly known as China Mobile Communications Corporation, “CMCC”),
which, as of 31 December 2017, indirectly held approximately 72.72% of the total number of issued shares of the
Company. The remaining approximately 27.28% was held by public investors.” China Mobile, Overview,
https://www.chinamobileltd.com/en/about/overview.php (last visited Apr. 16, 2019).

14 According to its website, China Mobile Communications Corporation had a name change to China Mobile
Communications Group Co., Ltd. China Mobile, Overview,

3
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Chinese government. China Mobile is a state-owned enterprise subject to the supervision of the State-
Owned Assets Supervision and Administration Commission, a Chinese government body.** China
Mobile, through its subsidiaries, provides telecommunications services in China, Germany, Hong Kong,
Japan, Pakistan, Singapore, and the United Kingdom.¢

4. On September 1, 2011, China Mobile USA filed an application requesting authority
under Section 214 of the Act and Section 63.18 of the Commission’s rules to provide international
facilities-based and resale telecommunications services.t” China Mobile USA plans to provide
international telecommunications services to all international points (except those points on the
Commission’s exclusion list),*® including the destination countries in which it is affiliated with foreign
carriers.’® China Mobile USA intends to offer international interexchange services and international
private line circuits as well as mobile virtual network operator (MVVNO) services.?? China Mobile USA
also plans to offer services that it states do not require an international Section 214 authorization, such as
data center and cloud services.?

5. On September 16, 2011, the Commission’s International Bureau (Bureau) released a
public notice finding China Mobile USA’s international Section 214 application acceptable for filing and
placed the application on streamlined processing.?? Consistent with long-standing Commission policy

https://www.chinamobileltd.com/en/about/overview.php (last visited Apr. 16, 2019); see also Bloomberg, Company
Overview of China Mobile Communications Group Co., Ltd.,
https://www.bloomberg.com/research/stocks/private/snapshot.asp?privcapld=7641651 (last visited Apr. 16, 2019).
For ease of reference and to conform with the record, all references to China Mobile Communications Corporation
are synonymous with China Mobile Communications Group Co., Ltd.

15 The State-Owned Assets Supervision and Administration Commission is directly under the management of the
“State Council.” Its responsibilities include supervising and managing the State-owned assets of centrally
administered state-owned enterprises, appointment and removal of top executives of centrally administered state-
owned enterprises, and the fundamental management of the State-owned assets of centrally administered state-
owned enterprises. State-owned Assets Supervision and Administration Commission of the State Council, What We
Do (July 17, 2018), http://en.sasac.gov.cn/2018/07/17/c 7 htm.

16 China Mobile USA Application; China Mobile USA 2015 Supplement.

17 China Mobile USA Application. China Mobile USA has stated that a more limited grant of resale-only authority
would not be acceptable. Letter from Kent Bressie, Counsel to China Mobile International (USA) Inc., to Marlene
H. Dortch, Secretary, FCC, File No. ITC-214-20110901-00289 (filed Nov. 21, 2016) (China Mobile USA Nov. 21,
2016 Ex Parte Letter); Letter from Kent Bressie, Counsel to China Mobile International (USA) Inc., to Marlene H.
Dortch, Secretary, FCC, File No. ITC-214-20110901-00289 at 1 (filed Oct. 6, 2014) (China Mobile USA Oct. 6,
2014 Ex Parte Letter). On January 30, 2015, China Mobile USA filed updated ownership and foreign affiliate
information. China Mobile USA 2015 Supplement.

18 FCC, Exclusion List (Nov. 17, 2015), https://www fcc.gov/general/exclusion-list.
19 China Mobile USA Application, Attach. 1.

20 China Mobile USA Nov. 21, 2016 Ex Parte Letter. The provision of some of these services may also include a
domestic U.S. component. China Mobile USA does not need an international Section 214 authorization to offer
domestic MVNO services. It does need such authority to transport the communications it receives as an MVNO
operator from the United States to foreign points.

21 China Mobile USA Nov. 21, 2016 Ex Parte Letter; see also Executive Branch Recommendation at 5.

22 Streamlined International Applications Accepted for Filing; Section 214 Applications (47 C.F.R. § 63.18); Section
310(B)(4) Requests, File No. ITC-214-20110901-00289, Public Notice, Report No. TEL-01519S, 2011 WL
4336771 (1B rel. Sept. 16, 2011).
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and practice when reviewing the qualifications of applicants with reportable foreign ownership,? the
Bureau sought the advice of the relevant Executive Branch agencies®* on whether the application raises
any national security, law enforcement, foreign policy, or trade policy concerns. On September 30, 2011,
at the request of the Executive Branch agencies, the Bureau removed China Mobile USA’s application
from streamlined processing.®

6. On July 2, 2018, after a lengthy review of the application and consultation with the U.S.
intelligence community,? the National Telecommunications Administration (NTIA) of the Department of
Commerce filed a recommendation on behalf of the Executive Branch agencies requesting that the
Commission deny China Mobile USA’s application due to substantial national security and law
enforcement risks that cannot be resolved through a voluntary mitigation agreement.?” This is the first
instance in which the Executive Branch agencies have recommended that the Commission deny an
application due to national security and law enforcement concerns.?

7. China Mobile USA, on August 20, 2018, filed its opposition to the Executive Branch
Recommendation.?® On September 19, 2018, NTIA filed a reply on behalf of the Executive Branch
agencies.*

23 Foreign Participation Order, 12 FCC Rcd at 23918-21, paras. 59-66 (1997) (where an international Section 214
applicant has reportable foreign ownership, the Commission seeks the expert advice of the relevant Executive
Branch agencies).

24 The Department of Homeland Security; the Department of Justice, including the Federal Bureau of Investigation;
the Department of Defense; the Department of State; the National Telecommunications and Information
Administration (NTIA) of the Department of Commerce; the United States Trade Representative (USTR); and the
Office of Science and Technology Policy (Executive Branch agencies or agencies).

% Streamlined International Applications Accepted for Filing; Section 214 Applications (47 C.F.R. § 63.18); Section
310(B)(4) Requests, File No. ITC-214-20110901-00289, Public Notice, Report No. TEL-01521S, 2011 WL
4559713 (1B rel. Sept. 30, 2011).

26 Between the removal of the China Mobile USA application from streamlined processing in 2011 and June 2018,
the Executive Branch agencies had extensive discussions with China Mobile USA about the national security and
law enforcement concerns pertaining to China Mobile USA’s request for international Section 214 authority.
Executive Branch Recommendation to the Federal Communications Commission to Deny China Mobile
International (USA) Inc.’s Application for an International Section 214 Authorization, File No. ITC-214-20110901-
00289 at 4 (filed July 2, 2018), https://go.usa.gov/XxEhZ7 (Executive Branch Recommendation or Recommendation);
China Mobile International (USA) Inc., Opposition to Petition to Deny, File No. ITC-214-20110901-00289 at 4
(filed Aug. 20, 2018) (China Mobile USA Opposition or Opposition).

27 Executive Branch Recommendation.

28 The Executive Branch agencies explain that although they “strongly support[] the policy of the [Commission] to
promote robust foreign participation in the U.S. telecommunications market,” they must take into account that “the
deepening integration of the global telecommunications market has created risks and vulnerabilities in a sector
replete with a broad range of malicious activities.” Id. at 2-3. Accordingly, the Recommendation balances
“maintaining an open investment policy and protecting our national security and law enforcement requirements.”
Id. at 3. In this case, that balancing led to the Executive Branch agencies’ recommendation that the Commission
deny the China Mobile USA application. Id. at 2-3.

29 China Mobile USA Opposition.

%0 Reply of the National Telecommunications and Information Administration, File No. ITC-214-20110901-00289
(filed Sept. 19, 2019) (Executive Branch Reply).
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1. DISCUSSION

8. We find that, based on the public record, China Mobile USA has not demonstrated that
its application for international Section 214 authority is in the public interest.3* We find that China
Mobile USA is vulnerable to exploitation, influence, and control by the Chinese government. We also
find that, in the current security environment, there is a significant risk that the Chinese government
would use the grant of such authority to China Mobile USA to conduct activities that would seriously
jeopardize the national security and law enforcement interests of the United States. We find that those
risks cannot be adequately addressed through a mitigation agreement. Thus, we deny China Mobile
USA’s application for international Section 214 authority.

A. Standard of Review

9. Under Section 63.18 of the Commission’s rules, China Mobile USA must demonstrate
how grant of its international Section 214 application would serve the public interest, convenience, and
necessity.®? In this section, we address China Mobile USA’s argument that U.S. commitments under the
World Trade Organization (WTO) and General Agreement on Trade in Services (GATS) establish a
rebuttable presumption that grant is in the public interest. As discussed below, although an applicant with
foreign ownership from a WTO Member country is entitled to a rebuttable presumption that grant is in the
public interest on competition grounds, there are several other factors involved in our public interest
review, including any national security and law enforcement issues. Such an applicant is not entitled to a
rebuttable presumption with regard to these other factors.

10. China Mobile USA characterizes the Executive Branch agencies’ submission as a petition
to deny China Mobile USA’s application and argues that the agencies have the burden of showing that
grant of the application would be contrary to the public interest.** China Mobile USA asserts that the
Commission does not require an applicant to prove by a preponderance of evidence that the public interest
would be served, as this approach “would be inconsistent with the rebuttable presumption of market entry
by foreign carriers from WTO member states.”** The Executive Branch agencies reply that their
Recommendation does not alter the threshold obligation of China Mobile USA to demonstrate that grant

31 On February 11, 2013, Anthony J. Brindisi, Member, New York State Assembly, submitted a letter requesting that
the Commission deny the China Mobile USA application. Letter from Anthony J. Brindisi, Member, New York
State Assembly to Julius Genachowski, Chairman, FCC (filed Feb. 11, 2013) (Brindisi Letter). In reply, China
Mobile USA urged the Commission to disregard the Brindisi Letter on both procedural and substantive grounds.
Letter from Jennifer L. Kostyu, Counsel to China Mobile International (USA) Inc., to Marlene H. Dortch, Secretary,
FCC, File No. ITC-214-20110901-00289 (filed March 12, 2013). China Mobile USA argued that Mr. Brindisi did
not submit his letter during the relevant public notice period, did not serve it on China Mobile USA, and failed to
include specific facts or evidence establishing that grant would be contrary to the public interest. Id. Because we
deny the application in response to the national security and law enforcement considerations raised in the Executive
Branch Recommendation, we do not separately address the merits of the ex parte filing.

%247 CFR § 63.18.

33 China Mobile USA Opposition at 6 (“it is the Executive Branch that must make ‘specific allegations of fact” as
part of ‘a prima facie showing that . . . a grant of the application would be inconsistent with the public interest,
convenience and necessity” (citing 47 CFR § 1.939(d)).

34 China Mobile USA Opposition at 6. China Mobile USA states that in the Foreign Participation Order, the
Commission adopted a rebuttable presumption that applications for international Section 214 authority from carriers
from WTO Member Countries, such as China, do not pose competitive concerns that would justify denial of the
application. China Mobile USA Opposition at 5 (citing Foreign Participation Order, 12 FCC Rcd at 23913, para.
50); World Trade Organization, Members and Observers,

https://www.wto.org/english/thewto e/whatis e/tif e/org6 e htm (last visited Apr. 16, 2019). China Mobile USA
acknowledges that the Foreign Participation Order does not presume an application presents no national security,
law enforcement, foreign policy, or trade policy concerns. China Mobile USA Opposition at 5.
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of the application is in the public interest under Section 63.18 of the Commission’s rules.®® They assert
that the burden of proof must stay with China Mobile USA.3¢

11. We conclude that China Mobile USA—the applicant for an international Section 214
authorization—bears the burden of demonstrating that grant of its application would serve the public
interest in accordance with Section 63.18 of the Commission’s rules.®” As set out in the Commission’s
Foreign Participation Order, China Mobile USA is entitled to a rebuttable presumption that grant of its
application would not be contrary to the public interest on competition grounds,® and nothing in this
decision changes that. However, no such presumption applies to national security and law enforcement
concerns, which are separate, independent factors the Commission considers in its public interest
analysis.*® As to those concerns, China Mobile USA has the burden to show that the public interest would
be served by the grant despite the risks identified by the Executive Branch agencies.

12. China Mobile USA also asserts that the Commission’s review of its application should be
informed by the WTO obligations of the United States. In particular, it recognizes that U.S. commitments
under the GATS do not prevent any Member country from taking any action it considers necessary for the
protection of its “essential security interests,” but asserts that invocation of this exception requires
notification to the WTO Council for Trade in Services.* The Executive Branch agencies reply that
nothing in the WTO or GATS prevents the Commission from soliciting or deferring to the Executive
Branch agencies’ assessment of whether an application raises serious national security or law
enforcement concerns.*t We agree. In adopting its Foreign Participation Order in 1997, the Commission
addressed the referral of applications to the Executive Branch agencies for their advice and found that
“taking these concerns into account is consistent with the GATS.”# U.S. obligations under the WTO and
GATS do not prevent the Commission from seeking and considering the Executive Branch agencies’
assessment of national security and law enforcement risks.

13. China Mobile USA also argues that the Executive Branch review of the China Mobile
USA application shows the lack of transparency and timeliness of the Executive Branch review process.*
As China Mobile USA notes, the Commission has a pending proceeding to adopt rules related to the

35 Executive Branch Reply at 6-7.
% 1d. and n.23.

3747 CFR § 63.18. As the Executive Branch agencies argue in their Reply, Section 63.18 requires an applicant to
bear the burden of demonstrating that grant of its international Section 214 application will serve the public interest,
convenience, and necessity. Executive Branch Reply at 6 and n.21. The Commission ultimately makes an
independent decision in light of the information in the record, including any information provided by the applicant
in response to any filings by the Executive Branch agencies. Foreign Participation Order, 12 FCC Rcd at 23921,
para. 66.

38 Foreign Participation Order, 12 FCC Rcd 23891, 23920-21 para. 65 (“[W]e presume that an application from a
WTO Member applicant does not pose a risk of anticompetitive harm that would justify denial. [footnote omitted]...
We will continue to consider these concerns [i.e., national security, law enforcement, foreign policy, or trade
concerns] independent of our competition analysis.”).

¥ 1d.
40 China Mobile USA Opposition at 6-8.

41 Executive Branch Reply at 7-8 (“The Executive Branch, however, has carefully considered U.S. obligations under
GATS and the WTO and has concluded that nothing in those agreements prevents the Commission from soliciting,
or deferring to, an Executive Branch assessment of whether a foreign-affiliated application raises serious national
security or law enforcement related concerns.”).

2 Foreign Participation Order, 12 FCC Rcd at 23920, para. 65.
43 China Mobile USA Opposition at 16-18.
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Executive Branch review process.* Issues and concerns about the review process are more appropriately
addressed in that proceeding. China Mobile USA has had the opportunity in this proceeding to respond to
the Executive Branch Recommendation to the Commission, and as noted below has failed to address the
substantial concerns raised in that filing.

B. China Mobile USA is Vulnerable to Exploitation, Influence, and Control by the
Chinese Government

14. The Executive Branch agencies state that China Mobile USA, which is indirectly owned
and controlled by the Chinese government, is vulnerable to its exploitation, influence, and control and that
China Mobile USA would likely comply with espionage and intelligence requests made by the Chinese
government.*

15. The agencies note that although China Mobile USA has asserted that the State-Owned
Assets Supervision and Administration Commission, the Chinese government agency that supervises and
manages the government’s state-owned assets, is not directly involved in China Mobile USA’s
management or operation, China Mobile USA does not deny that it is subject to its supervision.*¢ The
agencies further state that when they asked China Mobile USA to provide a legal opinion as to whether it
would be subject to China’s legal framework for surveillance, and whether China Mobile USA could
challenge the Chinese government’s surveillance requests, China Mobile USA [BEGIN CONFID.
INFO.]

[END CONFID. INFO.].#

16. China Mobile USA acknowledges in its application that its indirect controlling parent,
China Mobile, is 100% owned by the Chinese government, and that China Mobile is subject to the
supervision of the State-Owned Assets Supervision and Administration Commission, a Chinese
government body.*® It asserts, however, that despite the ownership and supervision of its parent by the
Chinese government, China Mobile USA itself should not be viewed as under its influence and control.
China Mobile USA argues that, as a Delaware-incorporated, California-based U.S. business, it is immune
from such influence and control. It contends that it would not be susceptible to requests or demands from
a foreign government because it is “subject to U.S. law and would not be required, by virtue of its direct
or indirect foreign ownership, to comply with foreign government requests relating to its operations
within the United States.”*® The Executive Branch agencies reply that China Mobile USA’s status as a
Delaware-incorporated, California-based U.S. business does not diminish the national security and law
enforcement risks associated with the indirect ownership and control of China Mobile USA by the

4 1d. at 3-4 (citing Executive Branch Process Reform NPRM, 31 FCC Rcd 7456).

45 Executive Branch Recommendation at 7-8; Executive Branch Reply at 8-9. As part of their national security and
law enforcement review, the agencies take into account a range of factors when evaluating an application for
international Section 214 authorization. The agencies have outlined these factors to China Mobile USA as part of
their review of its application. Executive Branch Recommendation 6-7, n.23 (citing Exh. 9, May 14, 2015 Letter
from U.S. Dep’t of Justice to China Mobile USA). One of the factors is “whether the applicant is vulnerable to
exploitation, influence, and control by other actors—including whether an applicant’s foreign ownership could result
in the control of U.S. telecommunications infrastructure or persons operating such infrastructure by a foreign
government or an entity controlled by or acting on behalf of a foreign government.” Executive Branch
Recommendation at 7-8.

46 Executive Branch Recommendation at 3 and n.10 (citing Exhs. 1 & 2, Nov. 3, 2011 response from China Mobile
USA to Executive Branch agencies’ October 5, 2011 questions).

47 Executive Branch Reply at 14 and n.47 (citing Exh. 3, Dec. 2, 2016 email from Kent Bressie to Executive Branch
agencies).

48 China Mobile USA Application; China Mobile USA 2015 Supplement.
49 China Mobile USA Opposition at 9.
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Chinese government.>® The Executive Branch agencies also cite multiple instances in which a U.S.
subsidiary of a Chinese company owned and controlled by the Chinese government has invoked
procedural and substantive bars to the service of legal process on the subsidiary in the United States, as
highlighting the difficulties of serving process in the United States in order to enforce U.S. law on
Chinese companies, including state-owned enterprises, operating within the United States.>!

17. The Executive Branch agencies’ assessment that China Mobile USA is subject to
influence and control by the Chinese government®? is supported by our understanding that Chinese law
requires citizens and organizations, including state-owned enterprises, to cooperate, assist, and support
Chinese intelligence efforts wherever they are in the world.>® For example, Article 7 of the 2017 National
Intelligence Law provides that “[a]ll organizations and citizens shall support, assist, and cooperate with
national intelligence efforts in accordance with law, and shall protect national intelligence work secrets
they are aware of.”>* Article 14 permits Chinese intelligence institutions to request citizens and
organizations to provide necessary support, assistance, and cooperation. Article 17 allows Chinese
intelligence agencies to take control of an organization’s facilities, including communications
equipment.

18. Other analyses of Chinese state-owned enterprises by the U.S. government and by
international organizations consistently have similarly found that state-owned enterprises are vulnerable
to control by the Chinese government. For example, World Bank reports conclusively demonstrate that
Chinese state-owned enterprises are not independent of the Chinese government despite more than two
decades of reform, and that, historically, there has been little effective separation between the Chinese
government and its state-owned enterprises.’®® The USTR, in its recently released 2018 Report to

%0 Executive Branch Reply at 9-10.
Sl 1d. at 10-12.
52 Executive Branch Recommendation at 16; Executive Branch Reply at 17.

%3 See, e.g., Ellen Nakashima, Current, Former Pentagon Leaders Sound Alarm on Chinese Technology in 5G
Networks, THE WASHINGTON PosT, Apr. 3, 2019 (attaching Statement by Former U.S. Military Leaders which states
in part, “Espionage: Chinese-designed 5G networks will provide near-persistent data transfer back to China that the
Chinese government could capture at will. This is not our opinion or even that of our intelligence community, but
the directive of China’s 2017 Intelligence Law, which legally requires that ‘any organization or citizen shall support,
assist, and cooperate with’ the security services of China’s One-Party State.”); Remarks at Press Availability, Robert
L. Strayer, Deputy Assistant Secretary for Cyber and International Communications and Information Policy (Feb.
26, 2019), https://go.usa.gov/XxEh9H (“Chinese law requires [] firms to support and assist Beijing’s vast security
apparatus, without any democratic checks and balances on access to, or use of, data that touches the networks or
equipment installed and supported by these companies around the world.”).

4 National Intelligence Law of the P.R.C. (2017), Article 7. National Intelligence Law of the P.R.C. (2017), Article
7. See The National People’s Congress of the People’s Republic of China, National Intelligence Law of the
People’s Republic, http://www npc.gov.cn/npe/xinwen/2017-06/27/content 2024529 htm (last visited April 16,
2019). For an English-language translation, see, e.g., pkulaw.cn, National Intelligence Law of the People’s Republic
of China (2018 Amendment), http://en.pkulaw.cn/display.aspx?cgid=313975&lib=law (last visited April 16, 2019).

55 Other Chinese laws obligate citizens and organizations to cooperate with intelligence activities. See, e.g.,
Lawfare, Beijing’s New National Intelligence Law: From Defense to Offense (July 20, 2017),
https://www.lawfareblog.com/beijings-new-national-intelligence-law-defense-offense (citing the laws on
Counterespionage (2014), National Security (2015), Counterterrorism (2015), Cybersecurity (2016), and Foreign
NGO Management (2016), as well as the Ninth Amendment to the PRC Criminal Law (2015), the Management
Methods for Lawyers and Law Firms (both 2016), and the pending draft Encryption Law and draft Standardization
Law).

% International Bank for Reconstruction and Development, China’s Management of Enterprise Assets: The State as
Shareholder at vii-viii, 11, 14-15, 28 (1997),
http://documents.worldbank.org/curated/en/575461468769271136/pdf/multi-page.pdf (1997 World Bank Report).
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Congress on China’s WTO Compliance, shares the World Bank’s assessment that the Chinese
government continues to exert control over Chinese state-owned enterprises.” The 2018 USTR WTO
Report catalogs the various mechanisms that the government and Communist Party use to control and
influence the decisions of state-owned enterprises and states that some of the policies and practices
mentioned in earlier World Bank reports are still in place. For example, the USTR states that the
government and Communist Party appoint and control key executives through the Chinese Communist
Party Organization Department.5® Other policies and practices mentioned in the 2018 USTR WTO Report
demonstrate a concerted effort to further reinforce and expand government and Communist Party
influence over state-owned enterprises. For example, the USTR notes that both state-owned enterprises
and private Chinese companies are being pressured to amend their articles of association to ensure
Communist Party representation on their boards of directors, usually as Chairman of the Board, and to
ensure that they make important company decisions in consultation with internal Communist Party
committees.® In addition, state-owned enterprises are still heavily subsidized, continue to enjoy
preferential access to important inputs, such as land and capital, and still absorb a larger share of total
credit than private Chinese companies.®

For example, as state-owned enterprises were reorganized into modern corporations with boards of directors and
some state-owned enterprises listed shares on China’s nascent stock market, government and Communist Party
(Party) officials preserved their control over the appointment and dismissal of many key managers, and government
or Party bodies also nominated the members of boards of directors. 1997 World Bank Report at ix, 15. See also
Stoyan Teney and Chunlin Zhang, Corporate Governance and Enterprise Reform in China: Building the Institutions
of Modern Markets (2002), http://documents.worldbank.org/curated/en/684341468241203489/pdf/multiOpage.pdf.
In addition, while the establishment of China’s State-Owned Assets Supervision and Administration Commission in
2003 represented a major step forward in China’s state-owned enterprise reform, there has been a tendency for the
State-Owned Assets Supervision and Administration Commission to become increasingly involved in the business
operation of state-owned enterprises. Chunlin Zhang, The World Bank in China’s State-Owned Enterprise Reform
Since the 1980s at 7 (2019), http://documents.worldbank.org/curated/en/828251550586271970/pdf/134778-World-
Bank-in-China-SOE-reform-final-Feb-09-2019-En.pdf (2019 World Bank Report). The State-Owned Assets
Supervision and Administration Commission was established at the World Bank’s recommendation to centralize
China’s management of state enterprise assets by creating a single government agency that specializes in exercising
state ownership rights. 2019 World Bank Report at 5-7.

5" USTR, 2018 Report to Congress on China’s WTO Compliance (Feb. 2019),
https://ustr.gov/sites/default/files/2018-USTR-Report-to-Congress-on-China%27s-WTO-Compliance.pdf (2018
USTR WTO Report).

582018 USTR WTO Report at 12.

9 1d. at 13. Furthermore, the Communist Party has endorsed the Social Credit System, which is expected to be fully
operational in the year 2020. Id. The Social Credit System will be used by the government “to monitor, rate and
condition not only the conduct of all individuals in China, but also all domestic and foreign companies in China”
and “it appears that the government will use the Social Credit System, among other things, to ensure that economic
actors follow industrial plans.” 1d. In addition, the 2018 USTR WTO Report notes that legal institutions, including
the courts, are structured to respond to the Party’s direction and “to the extent that companies and individuals seek to
act independently of government or Party direction, the legal system does not provide a venue for them to achieve
these objectives on a systemic or consistent basis.” Id. at 14.

602018 USTR WTO Report at 9, 12, 75-79. An example of government control discussed in the 2018 USTR WTO
Report is a plan for classifying and evaluating the performance of state-owned enterprises that was jointly released
by the State-Owned Assets Supervision and Administration Commission and China’s Ministry of Finance in
September 2016. Although commercially driven state-owned enterprises are expected to focus on earning
reasonable returns on capital, the measure explicitly provides that their returns will be considered satisfactory if, for
example, these enterprises are required to safeguard national security, among other circumstances involving their
participation in the implementation of specified government policies and programs. 2018 USTR WTO Report at
102.

10
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19. In sum, we find China Mobile USA’s argument that it is not susceptible to exploitation,
influence, and control by the Chinese government because it is incorporated and based in the United
States to be unpersuasive. The record does not provide any basis for the contention that China Mobile
would not be treated similarly to other Chinese state-owned enterprises or that China Mobile USA itself,
as a subsidiary of China Mobile, would not be subject to such control. Indeed, there is substantial risk
that the Chinese government would exert even greater control over China Mobile and China Mobile USA
than over other state-owned enterprises given the Chinese government’s 100% ownership of China
Mobile, the size and reach of China Mobile and its subsidiaries, and the importance of and opportunities
afforded by the telecommunications services offered both within China and globally.5* In light of these
findings, we conclude that China Mobile USA would, if granted the authority it seeks, be highly likely to
succumb to exploitation, influence, and control by the Chinese government.

C. Grant of the International Section 214 Authorization Would Produce Substantial
and Serious National Security and Law Enforcement Risks

20. Each international Section 214 application requires an examination of the current national
security environment with respect to a particular foreign government’s activities, the link between those
government activities and the security and integrity of telecommunications networks, and whether the
activities raise national security concerns. We acknowledge that foreign government control of a U.S.
carrier in and of itself is not grounds for denial of an international Section 214 application. In fact, in
keeping with the WTO commitments of the United States,®? the Commission has granted several such

61 China Mobile, through its subsidiaries, provides telecommunications services in China, Germany, Hong Kong,
Japan, Pakistan, Singapore, and the United Kingdom. China Mobile USA Application; China Mobile USA 2015
Supplement. Through its subsidiaries, China Mobile is the dominant mobile provider in China and the world’s
largest mobile provider by subscribers. See, e.g., Telegeography China Mobile closing down 3G system, complete
switch-off expected by 2020, https://www.telegeography.com/products/commsupdate/articles/2019/03/11/china-
mobile-closing-down-3g-system-complete-switch-off-expected-by-2020/ (March 11, 2019); David W. Barden,
Global Wireless Matrix: Emerging Market Revenue Growth Loses Steam; While Developed Markets Heading
Positive, Industry Overview, Bank of America Merrill Lynch, at 64, Thl. 36: China Mobile (Oct. 3, 2018);
Telegeography, China Mobile H1 profit grows 4.7% as subscriber base passes 900m,
https://www.telegeography.com/products/commsupdate/articles/2018/08/10/china-mobile-h1-profit-grows-4-7-as-
subscriber-base-passes-900m/ (Aug. 10, 2018).

%2 The results of the WTO basic telecommunications services negotiation are incorporated into the GATS by the
Fourth Protocol to the GATS, April 30, 1996, 36 I.L.M. 366 (1997). These results, as well as the basic obligations
contained in the GATS, are referred to as the “WTO Basic Telecom Agreement.” The WTO Basic Telecom
Agreement advances the principles of open markets, private investment and competition, as well as the adoption of
procompetitive regulatory principles. Under the terms of the Agreement, the United States has committed to allow
foreign suppliers to provide a broad range of basic telecommunications services in the United States. Many
countries, including the United States, also undertook additional specific commitments as a result of the negotiations
in accordance with Article XVIII of the GATS. These additional commitments are the procompetitive regulatory
principles contained in a document known as the “Reference Paper.” The Reference Paper contains principles
relating to competition safeguards, interconnection, universal service, transparency of licensing criteria,
independence of the regulator, and allocation of scarce resources. See World Trade Organization,
Telecommunications Services: Reference Paper, Negotiating Group on Basic Telecommunications (April 24, 1996),
https://www.wto.org/english/tratop e/serv_e/telecom e/tel23 e.htm. In the Foreign Participation Order, the
Commission adopted an open entry standard for applicants from WTO Member countries, finding that an
increasingly competitive environment and improved regulatory tools enabled the Commission to adopt a
deregulatory approach that presumes foreign entry is in the public interest. See generally Foreign Participation
Order. Still, as noted above, nothing in the GATS prevents the Commission from seeking and considering the
Executive Branch agencies’ assessment of national security and law enforcement risks. See also Foreign
Participation Order, 12 FCC Rcd at 24049, para. 365 (“[o]n its face, GATS Atrticle X1V bis allows measures to
protect essential security interests”).
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authorizations to entities with foreign government ownership.®® However, in this case, the Executive
Branch agencies identify significantly enhanced national security and law enforcement risks linked to the
Chinese government’s activities since the Commission last granted international Section 214
authorizations to other Chinese state-owned companies more than a decade ago.®* The changes include
the sophistication and resulting damage of the Chinese government’s involvement in computer intrusions
and attacks against the United States.%

21. The agencies state that these developments support the Executive Branch agencies’
current security assessment. They explain that prior Chinese government involvement in computer
intrusions and attacks and economic espionage is one of the factors that gives rise to their assessment that
grant of the China Mobile USA application would produce substantial and unacceptable national security
and law enforcement risks.%® The Executive Branch Recommendation cites press releases and other
documents as well as numerous Congressional reports.®

22, As a consequence, the agencies assess that the risks associated with granting an
international Section 214 authorization to China Mobile USA are now different and heightened, and raise
special concerns due to the size and technical and financial resources of China Mobile USA’s parent
company and its subsidiaries.®® Based on their knowledge of the risks of granting international Section

83 See, e.g., International Authorizations Granted, Section 214 Applications (47 C.F.R. § 63.18, Section 310(B)(4)
Requests, File No. ITC-214-20140918-00265, Public Notice, Report No. TEL-01828, 31 FCC Rcd 13418 (1B Dec.
22, 2016) (grant to Telekommunikasi Indonesia International (USA) Inc., whose parent entity is the Indonesian-
government majority-owned incumbent telecommunications provider in Indonesia); T.A. Resources N.V.,
Application for International Section 214 Authorization and Determination that Aruba Provides Effective
Competitive Opportunities to U.S. Carriers, IB Docket No. 10-228, File No. ITC-204-20100107-00010, Order and
Authorization, 26 FCC Rcd 15978 (1B 2011) (grant to T.A. Resources N.V., a wholly-owned subsidiary of SETAR
N.V., which, in turn, is wholly-owned by the government of Aruba); International Authorizations Granted, Section
214 Applications (47 C.F.R. § 63.18), Section 310(B)(4) Requests, File No. ITC-214-20081008-00453, Public
Notice, Report No. TEL-01470, 25 FCC Rcd 17052 (IB Dec. 7, 2010) (grant to Office des Postes et
Telecommunications de Polynesie Francaise, wholly owned by the government of French Polynesia).

64 Executive Branch Recommendation at 14.
651d.
66 1d. at 8-14.

57 1d. at 9 (citing Press Release, Office of Public Affairs, U.S. Dep’t of Justice, Chinese National Pleads Guilty to
Conspiring to Hack into U.S. Defense Contractors’ Systems to Steal Sensitive Military Information (Mar. 23, 2016),
available at https://www.justice.gov/opa/pr/chinese-national-pleads-guilty-conspiring-hack-us-defense-contractors-
systems-steal-sensitive; see also Press Release, Office of Public Affairs, U.S. Dep’t of Justice, U.S. Charges Five
Chinese Military Hackers for Cyber Espionage Against U.S. Corporations and a Labor Organization for Commercial
Advantage (May 19, 2014), available at https://www.justice.gov/opa/pr/us-charges-five-chinese-military-hackers-
cyber-espionage-against-us-corporations-and-labor; U.S.-China Econ. and Sec. Review Comm’n, 2014 Report to
Congress of the U.S.-China Economic and Security Review Commission (2014), available at
https://www.uscc.gov/Annual Reports/2014-annual-report-congress; U.S. Dep’t of Def., Annual Report to
Congress: Military and Security Developments Involving the People’s Republic of China (2013), available at
http://archive.defense.gov/pubs/2013 China Report FINAL.pdf; Comm’n on the Theft of Am. Intellectual Prop.,
The Report of the Commission on the Theft of American Intellectual Property (May 2013), available at
http://www.ipcommission.org/report/ip commission report 052213.pdf (IP Commission Report); Mandiant, APT1:
Exposing One of China’s Cyber Espionage Units (2013), available at https://www.fireeye.com/content/dam/fireeye-
wwwi/services/pdfs/mandiant-apt1-report.pdf (Mandiant Report); H.R. Permanent Select Comm. on Intelligence,
112th Cong., Investigative Report on the U.S. National Security Issues Posed by Chinese Telecommunications
Companies Huawei and ZTE (2012) (House Report), available at https://republicans-

intelligence house.govi/sites/intelligence house.gov/files/documents/huawei-
zte%20investigative%20report%20(final).pdf).

68 Executive Branch Recommendation at 8.
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214 authorizations to Chinese state-owned carriers, and in light of China’s role in economic and other
kinds of espionage against the United States,® they have concluded that prior mitigation measures applied
to certain Chinese state-owned telecommunications companies operating in the United States would be
insufficient here to address the risks posed by granting an international Section 214 authorization to China
Mobile USA.

23. China Mobile USA does not dispute or take issue with the Executive Branch agencies’
statements that the Chinese government has taken actions against the interests of the United States.™
China Mobile USA argues, however, that the reports and other evidence provided in the Executive
Branch Recommendation do not specifically pertain to China Mobile USA.”* For example, China Mobile
USA argues that the Executive Branch agencies rely heavily on a 2012 House Report regarding security
issues posed by Huawei Technologies Co. Ltd. (Huawei) and ZTE Corporation (ZTE), which does not
mention China Mobile USA or its parent entities.”

24, The Executive Branch agencies acknowledge that the reports cited in the Executive
Branch Recommendation do not specifically mention China Mobile USA (which currently holds no
Commission authorizations), but assert that the reports highlight concerns with actions by the Chinese
government and Chinese state-owned enterprises.” They state that, “the Chinese government’s policy of
intertwining Chinese state-owned enterprise resources with intellectual property theft and economic
espionage, along with the Chinese government’s ongoing intelligence activities targeting the United
States, presents too great of a risk in light of the fact that *China Mobile Communications Company—and
by extension, its subsidiary [China Mobile USA]—as a prominent Chinese [state-owned enterprise],
cannot be expected to act against the interest of the Chinese government on any sensitive manner.””7*
They cite, as an example, the USTR Section 301 Report that sets forth the Chinese government’s
“military-civil fusion” policy of “integrating platforms for information sharing between, among others,
the People’s Liberation Army (PLA) and Chinese enterprises in order to provide competitive intelligence
to Chinese state-owned enterprises through the use of cyber intrusions.””® They also cite the Mandiant
Report that states “the PLA’s cyber command is fully institutionalized within the CPC [Communist Party
of China] and able to draw upon the resources of China’s state-owned enterprises to support its

89 1d. at 8-14.

70 China Mobile USA Opposition at 8 (stating that China Mobile USA cannot and does not take issue with those
concerns).

11d. at 10-13. China Mobile USA observes that in addition to the public filing, the Executive Branch agencies
provided classified materials to the Commission. China Mobile USA requests that the Commission examine those
classified materials to see if they relate to China Mobile USA specifically. Id. at 15-16.

21d. at 10-12. China Mobile USA notes that it has no common ownership, governance, management, operation, or
other coordination arrangements with either Huawei or ZTE, and that it has already voluntarily removed Huawei
equipment from its U.S. network and has committed to not use Huawei equipment in its U.S. operations in the
future. 1d. at 11-12. See also id. at 12-13.

3 Executive Branch Reply at 15.
4 1d. at 13 and n.44 (quoting Executive Branch Recommendation at 8-9).

5 1d. at 13-14 and n.45 (citing Office of U.S. Trade Rep., Findings of the Investigation into China’s Acts, Policies,
and Practices Related to Technology Transfer, Intellectual Property, and Innovation Under Section 301 of the Trade
Act of 1974, at 170 (Mar. 22, 2018) (USTR Section 301 Report) (stating that “the U.S. government has evidence that
the Chinese government provides competitive intelligence through cyber intrusions to Chinese state-owned
enterprises through a process that includes a formal request and feedback loop, as well as a mechanism for
information exchange via a classified communication system.”).
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operations.”” Thus, according to the Executive Branch agencies, each of the national security and law
enforcement concerns raised about the Chinese government also applies to China Mobile USA.”

25. Due to these concerns, the agencies assert that grant of the China Mobile USA
application would not be in the public interest in the current national security environment because it
would produce substantial and unacceptable national security and law enforcement risks and these risks
likely would increase over time.™

26. In assessing the national security and law enforcement risks presented by an application,
the Executive Branch agencies consider “[w]hether the applicant’s planned operations within the United
States provide opportunities for an applicant or other actors to (1) undermine the reliability and stability
of the domestic communications infrastructure, (2) identify and expose national security vulnerabilities,
(3) render the domestic communications infrastructure otherwise vulnerable to exploitation, manipulation,
attack, sabotage, or covert monitoring, (4) engage in economic espionage activities against corporations
that depend on the security and reliability of the U.S. communications infrastructure to engage in lawful
business activities, or (5) otherwise engage in activities with potential national security implications.””

217. The Executive Branch agencies state that if China Mobile USA is granted an
international Section 214 authorization, it would be able, as a common carrier, to connect to the network
in the United States and would have greater access to the telephone lines, fiber-optic cables, cellular
networks, and communication satellites that make up the network than an entity that does not have an
international Section 214 authorization.® The agencies are concerned that an entity with such network
access has the ability to target, alter, block, and re-route traffic.®* Based on the Executive Branch
agencies’ experience and expertise in monitoring the security of network facilities, their need to work
with service providers to identify and disrupt unlawful activities such as computer intrusions, and their
need for assistance from trusted service providers when investigating past and current unlawful conduct,
they assert that placing an untrusted entity in the position of a provider of international
telecommunications service would be unacceptably disruptive to each of these activities.®

28. The Executive Branch agencies have supported the validity of their concerns by pointing
to certain undisputed statements that China Mobile USA itself made in its written responses to these
agencies’ inquiries in connection with this proceeding. According to the agencies, although China Mobile
USA may [BEGIN CONFID. INFO.] ] [END

6 Executive Branch Reply at 14 and n.46 (citing Mandiant Report at 7).

71d. at 13-15.

8 Executive Branch Recommendation at 7-14.

9 1d. at 6; see also Exh. 9, May 14, 2015 Letter from U.S. Dep’t of Justice to China Mobile USA.
8 Executive Branch Recommendation at 10.

8L 1d. Over the past year, various articles report that Chinese entities, including China Telecom, have been
responsible for various Border Gateway Protocol (BGP) hijackings of U.S. traffic. See, e.g., Chris C. Demchak and
Yuval Shavitt, China’s Maxim—Leave No Access Point Unexploited: The Hidden Story of China Telecom’s BGP
Hijacking, Vol. 3: Iss. 1, Article 7 Military Cyber Affairs (2018),
https://scholarcommons.usf.edu/cgi/viewcontent.cgi?article=1050&context=mca; Justin Sherman, Hijacking the
Internet is Far Too Easy (Nov. 16, 2018), https://slate.com/technology/2018/11/bgp-hijacking-russia-china-
protocols-redirect-internet-traffic html; Dan Goodin, Google goes down after major BGP mishap routes traffic
through China (Nov. 13, 2018), https://arstechnica.com/information-technology/2018/11/major-bgp-mishap-takes-
down-google-as-traffic-improperly-travels-to-china/; Dan Goodin, Strange snafu misroutes domestic US Internet
traffic through China Telecom (Nov. 6, 2018), https://arstechnica.com/information-technology/2018/11/strange-
snafu-misroutes-domestic-us-internet-traffic-through-china-telecom/.

82 Executive Branch Recommendation at 10-14.
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CONFID. INFO.], it would have numerous interconnection agreements with U.S. carriers.®® China
Mobile USA told the agencies [BEGIN CONFID. INFO.]

[END CONFID. INFO.].#* Furthermore,
the Executive Branch agencies note that China Mobile USA [BEGIN CONFID. INFO.]

[END CONFID. INFO.].% If China Mobile USA receives an international Section 214
authorization, the China Mobile group [BEGIN CONFID. INFO.]

[END CONFID. INFO.].% Given these planned interconnection arrangements—as well as
connections to China Mobile USA’s anticipated customers, including fixed and mobile network
operators, wholesale carriers, calling card companies, phone line companies, and enterprise customers—
the Executive Branch agencies state that they consider the risks to be unacceptable.8” According to the
agencies, the Chinese government could use China Mobile USA to conduct or to increase economic
espionage and intelligence collection against the United States. Even if China Mobile USA [BEGIN
CONFID. INFO.] [END CONFID.
INFO.], the agencies contend that the Chinese government could still exploit China Mobile USA’s
presence in the U.S. domestic telecommunications network and the resulting increased access to U.S.
companies and data.®®

29. The Executive Branch agencies conclude that the Chinese government could use China
Mobile USA’s common carrier status “to exploit the public-switched telephone network in the United
States and increase intelligence collection against U.S. government agencies and other sensitive targets
that depend on this network.”® According to the agencies, the Chinese government, through China
Mobile USA as a common carrier, would have a greater ability to monitor, degrade, and disrupt U.S.
government communications. They note that China Mobile USA’s application states that China Mobile
USA intends to offer its service to other carriers.®® They further observe that, due to least cost routing, if
China Mobile USA were granted an authorization, the communications of U.S. government agencies to
any international destinations may pass through China Mobile USA’s network during transit, even if the
agencies are not actual China Mobile USA customers.®!

30. Based on the record evidence, we are persuaded that there are valid national security and
law enforcement concerns that apply to China Mobile USA’s application. In particular, we find

8d. at 10.

8 1d. at 15 (citing Exhs. 1-2, Nov. 3, 2011 response from China Mobile USA to Executive Branch agencies’ October
5, 2011 questions).

8 1d. at 4-5 (citing Exhs. 3 & 4, April 27, 2012 response from China Mobile USA to Executive Branch agencies’
Feb. 28, 2012 questions).

8 Id. at 5, (citing Exhs. 3 & 4, April 27, 2012 response from China Mobile USA to Executive Branch agencies’ Feb.
28, 2012 questions).

871d. at 15.
8 1d. China Mobile USA told the Executive Branch agencies that [BEGIN CONFID. INFO.]
[END CONFID. INFO.].
Id. (citing Exh. 10, June 12, 2015 Mitigation Proposal from China Mobile USA).
8 1d. at 10.
% China Mobile USA Application, Attach. 1; Executive Branch Recommendation at 10.

91 Executive Branch Recommendation at 10.
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persuasive in the current security environment the argument that there is a significant risk that the Chinese
government would use China Mobile USA to conduct activities that would seriously jeopardize the
national security interests and law enforcement activities of the United States. Although there is no
public record information that the Chinese government has used China Mobile or China Mobile USA for
these purposes to date, there is clear evidence in the public record that the Chinese government has used
other state-owned Chinese companies to act against U.S. interests. Given the Chinese government’s
ability to similarly exert influence and control over China Mobile and China Mobile USA and the
Executive Branch agencies’ assessment that the Chinese government would use these entities for
activities counter to U.S. interests if the opportunity arises, we find this information relevant to our public
interest review of the application.

31. We also agree that China Mobile USA’s receipt of an international Section 214
authorization would provide China Mobile USA with access to critical infrastructure. Such access by
China Mobile USA, and by extension the Chinese government, would lead to significant additional risk to
U.S. national security and law enforcement interests through, for example, espionage and intelligence
activities. China Mobile USA’s primary response to this issue is that any national security and law
enforcement concerns can be addressed through mitigation.®? As we discuss in the next section, we are
persuaded that mitigation is not a viable option to address the national security and law enforcement risks
in this instance. China Mobile USA also argues that it is not subject to influence or control by the
Chinese government®® and that the reports and other evidence provided in the Executive Branch
Recommendation do not specifically pertain to China Mobile USA.%

32. We find, however, that China Mobile USA has not rebutted the assessment that it is
susceptible to such exploitation, influence, and control and that this raises valid national security and law
enforcement concerns that apply to China Mobile USA’s application. China Mobile USA provides no
evidence to rebut the extensive showings made by the Executive Branch concerning past examples of
conduct by the Chinese government that have raised substantial national security and law enforcement
concerns, or the applicability of Chinese laws that would require China Mobile USA to comply with any
requests made by the Chinese government,® but rather argues that these examples have not so far
involved China Mobile USA (which as yet has no such authorization).*®® Particularly as applied to a
subsidiary ultimately controlled by the Chinese government, in light of the substantial concerns raised by
the Executive Branch, and because of the serious nature of the risks posed by the grant of this application
to U.S. critical infrastructure, national security, and effective law enforcement investigations, we find
China Mobile USA’s arguments unpersuasive.

33. Therefore, we conclude that significant national security and law enforcement harms
would arise from granting China Mobile USA an international Section 214 authorization that is not

92 China Mobile USA Opposition at 8, 13-15.
%d. at 9.
% 1d. at 10-13.

% China Mobile USA argues that, as a Delaware corporation, it is “subject to U.S. law” and the Chinese
government’s ownership and control of it would therefore not require it “to comply with foreign government
requests relating to its operations within the United States.” China Mobile USA Opposition at 9. Though it would
certainly be subject to U.S. law, China Mobile USA would also be managed by its board of directors and operated in
the interests of its ultimate controlling shareholder. See 8 Del.C. § 141(a); see also Cede & Co. v. Technicolor, Inc.
634 A.2d 345, 360 (Del. 1993) (“[a] fundamental principle of Delaware law [is] that the business and affairs of a
corporation are managed by or under the direction of its board of directors. In exercising these powers, directors are
charged with an unyielding fiduciary duty to protect the interests of the corporation and to act in the best interests of
its shareholders” (citations omitted)). The applicant also does not explain how, even if it were correct, its view of
Delaware law could be enforced as a practical matter extraterritorially against the Chinese government.

% China Mobile USA Opposition at 9-15.
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subject to effective mitigation.’” Because, as discussed in the next section, we are persuaded that these
risks cannot be mitigated, grant of the application would result in substantial and serious national security
and law enforcement risks.

D. The National Security and Law Enforcement Risks Cannot be Addressed by
Mitigation

34. The Executive Branch agencies contend that, given China Mobile USA’s vulnerability to
Chinese government influence, the current national security environment, China Mobile USA’s plans to
interconnect with the U.S. telecommunications infrastructure, and the sensitivity of that infrastructure to
U.S. national security and law enforcement interests, the risks cannot be mitigated through a voluntary
agreement.®® China Mobile USA argues that any national security and law enforcement concerns with its
application can be addressed through such means and adds that other state-owned enterprises have been
able to enter into mitigation agreements and receive an international Section 214 authorization, citing the
grant of the applications of Telin USA and OPT French Polynesia.®® China Mobile USA states that, on
June 12, 2015, it provided the Executive Branch agencies with a detailed mitigation proposal,'®® and
asserts that the agencies have not demonstrated why the proposed mitigation terms are inadequate.'®

35. The Executive Branch agencies counter that their Recommendation does explain why the
identified national security and law enforcement risks cannot be mitigated in the circumstances specific to
China Mobile USA’s application, and the reasons underlying the conclusion apply to each of the
proposed mitigation measures.? The agencies state that their evaluation of China Mobile USA’s

97 China Mobile USA would be able to request interconnection with the networks of other U.S. common carriers.
China Mobile USA has stated that if granted an international Section 214 authorization it plans to provide
international facilities-based and resale services to all international destinations. China Mobile USA Application,
Attach. 1. China Mobile USA has stated that a more limited grant of resale-only authority would not be acceptable.
China Mobile USA Oct. 6, 2014 Ex Parte Letter at 1. China Mobile USA has also stated that it intends to offer
MVNO services and international private line circuits. China Mobile USA Nov. 21, 2016 Ex Parte Letter. China
Mobile USA does not need an international Section 214 authorization to offer domestic MVVNO services. It does
need such authority to transport the communications it receives as an MVNO operator from the United States to
foreign points. The provision of some of these services may also include a domestic U.S. component. China Mobile
USA also plans to offer a number of services in the United States that it states do not require an international Section
214 authorization, such as data center and cloud services. Id. See also Executive Branch Recommendation at 5.

% Executive Branch Recommendation at 14-17; Executive Branch Reply at 15-19.

9 China Mobile USA Opposition at 2, 15; see also China Mobile USA Oct. 6, 2014 Ex Parte, at 1 (asserting that
“[t]he lack of international Section 214 authority places China Mobile USA at a competitive disadvantage vis-a-vis
its U.S. and foreign competitors (including other Chinese carriers already authorized by the Commission to operate
in the U.S. market in at least one case subject to assurances made to [the Executive Branch agencies]). . . .”).

100 China Mobile USA Opposition at 4, 13, 15.
10114, at 13-15; China Mobile USA Nov. 21, 2016 Ex Parte Letter.

102 Executive Branch Reply at 14-19 (noting “information as well as the mitigation proposals offered by China
Mobile [USA], were carefully considered, analyzed, and discussed within the Executive Branch over the course of
dozens of meetings.”). See also China Mobile USA Opposition at 4 (noting extensive engagement with the
Executive Branch agencies). The China Mobile USA proposal, which was extensively evaluated by the Executive
Branch agencies, included: [BEGIN CONFID. INFO.]
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application included both a careful review of the mitigation approaches suggested by China Mobile USA
as well as consideration of other potential mitigation approaches independently identified by the
Executive Branch agencies.’® The review focused on technical implications of the China Mobile USA
application and whether a combination of various mitigation proposals would adequately address the law
enforcement and national security risks.'® The Executive Branch agencies respond to China Mobile
USA's assertion that the Executive Branch has entered into mitigation agreements with other state-owned
enterprises by noting that each applicant is evaluated based on the facts and circumstances relevant to the
specific application. So, for example when China Mobile USA informed the Executive Branch agencies
that [BEGIN CONFID. INFO.]

[END CONFID. INFOQ.], China Mobile
USA’s response was considered against the backdrop of its status as the subsidiary of a prominent
Chinese state-owned enterprise, the size and technical and financial resources of China Mobile USA and
its state-owned enterprise parent, the depth of its potential access to the U.S. telecommunications network
as a common carrier, and the Chinese government’s policy of utilizing state-owned enterprises and other
enterprises to further its intelligence activities and economic espionage efforts.® Through this process,
the Executive Branch agencies determined that the national security and law enforcement risks presented
by granting China Mobile USA an international Section 214 authorization cannot be resolved through a
mitigation agreement in the current national security environment.1%

36. Additionally, the Executive Branch agencies assert that mitigation agreements are only as
strong as the U.S. government’s ability to enforce their terms.’%” They state that the Executive Branch
relies on a baseline level of trust when working with telecommunications carriers, due to the sensitivity of
national security and law enforcement investigations.'® They further state that despite regular
compliance monitoring they can never have full visibility into all of the activities of a company, and
necessarily rely on the other party to adhere rigorously and scrupulously to mitigation agreement
provisions, and to self-report any problems of non-compliance.'®® In this regard, they conclude that
because China Mobile USA is subject to exploitation, influence, and control by the Chinese government,
China Mobile USA could, at the behest of the Chinese government, violate the mitigation agreement as it
may be required to do under Chinese law, and not self-report as required by the agreement (indeed, as

[END CONFID. INFO.] Executive Branch Recommendation
at 16 (citing June 12, 2015 Mitigation Proposal from China Mobile USA).

103 Executive Branch Recommendation at 14-15.
104 |d. at 14-17.

105 Executive Branch Reply at 16 and n.55 (citing Exh. 3, Dec. 2, 2016 email from Kent Bressie to Executive Branch
agencies) and n.56 (citing to the House Report on Huawei and ZTE, at 2).

106 Executive Branch Recommendation at 14-17.
107 Executive Branch Reply at 16-17.
108 14, at 18; Executive Branch Recommendation at 13.

109 Executive Branch Recommendation at 16; Executive Branch Reply at 17-19.
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also may be required under Chinese law%).11* Such breaches, they note, even if promptly discovered and
resolved, very likely cannot be remediated.''? For example, disclosure to the Chinese government of
national security or law enforcement requests or the unauthorized access to customer or company data
could create irreparable damage to U.S. national security.'** They also contend that they would not be
able to work effectively with China Mobile USA to identify and disrupt unlawful activities such as
computer intrusions, or to assist in the investigation of past and current unlawful conduct, as the U.S.
government does with trusted voice communication providers.'4

37. As noted, in the current environment the Executive Branch agencies have greater
knowledge of the risks of granting international Section 214 authorizations to Chinese state-owned
enterprises, including increased awareness of China’s role in economic and other espionage against the
United States.’> As a result, they have concluded that prior mitigation measures applied to certain
Chinese state-owned companies would be insufficient here to address the risks posed by grant of an
international Section 214 authorization to China Mobile USA.1*¢ The agencies add that mitigation “terms
and agreements that may have adequately protected national security five years ago may not address
newly discovered risk in today’s rapidly evolving threat environment.”’

38. Any Commission grant of the pending international Section 214 application would need
to find that China Mobile USA’s provision of global facilities-based and resale common carrier services
on U.S.-international routes is in the public interest, despite the national security and law enforcement
risks identified by the broad coalition of Executive Branch agencies as being unmitigable. Given the
evidence in the record, we are persuaded that the underlying foundation of trust that is needed for a
mitigation agreement to adequately address national security and law enforcement concerns is not present
in the instant case. In this regard, we acknowledge the Executive Branch’s established role in monitoring
and enforcing compliance with mitigation agreements and, therefore, we conclude that it is appropriate to
defer to what we believe to be a reasonable assertion of the Executive Branch agencies that mitigation is
not an adequate option here. We therefore conclude, for the purpose of our public interest analysis in this
proceeding, that absent the ability to mitigate, any Commission grant of China Mobile USA’s application
to provide global facilities-based and resale services on U.S.-international routes would not serve the
public interest, in light of the Chinese government’s likely intention and ability to use the international

110 See para. 17 & n.54 (noting that Article 7 of the 2017 National Intelligence Law provides that “[a]ll organizations
and citizens shall support, assist, and cooperate with national intelligence efforts in accordance with law, and shall
protect national intelligence work secrets they are aware of” (emphasis added)).

111 Executive Branch Recommendation at 16.
1124, at 16-17.
113 |d

114 1d. at 13. The Executive Branch agencies assert that there is a strong likelihood that China Mobile USA, as an
international telecommunications provider, would have access to a significant amount of information, such as the
contents of wire and electronic communications, that would be relevant to law enforcement and national security
investigations. Executive Branch Reply at 12. Given this backdrop, the Executive Branch agencies are concerned
that China Mobile USA’s Chinese state-owned enterprise parent “may have particular sensitivities that will inform
China Mobile USA’s compliance with lawful process that seeks information transmitted using networks connected
to China.” Id. The Executive Branch agencies also express concern that China Mobile USA cannot be trusted to
identify, disrupt, or provide assistance for investigations into unlawful activity that may involve or relate to the
Chinese government given its status as a U.S. subsidiary with an indirect Chinese state-owned enterprise parent. 1d.
at 12-13.

115 Executive Branch Recommendation at 14.
116 |d
117 Executive Branch Reply at 16.
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Section 214 authorization to cause substantial harm to U.S. critical infrastructure, national security, and
law enforcement activities. Therefore, we deny the application.

V. ORDERING CLAUSES

39. Accordingly, IT IS ORDERED, pursuant to Sections 4(i), 4(j), and 214 of the
Communications Act of 1934, as amended, 47 U.S.C. 88 154(i), (j), 214 and Sections 63.12, 63.18, and
63.21, of the Commission’s rules, 47 CFR 88§ 63.12, 63.18, and 63.21, that the international Section 214
authorization application under File No. ITC-214-20110901-00289 IS HEREBY DENIED.

40. Petitions for reconsideration under Section 1.106 of the Commission’s rules, 47 CFR §
1.106, may be filed within 30 days of the date of the release of this Memorandum Opinion and Order.

FEDERAL COMMUNICATIONS COMMISSION

Marlene H. Dortch
Secretary
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