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When I became Chairman in January 2017, the FCC and the Executive Branch had no strategy for countering the threats to the security of our nation’s communications networks posed by certain foreign equipment providers, particularly those with close ties to the Chinese Communist Party.  Indeed, the prior Administration didn’t even seem to believe there was a threat.  Its position was that “We welcome China’s rise,” and “China’s rise is potentially good for the world.”[footnoteRef:3]  Consistent with this view, on the previous FCC’s watch, Chinese-manufactured equipment was incorporated into our communications networks with nary an eyebrow raised by agency leadership. [3:  The White House, Press Conference with President Obama and President Hu of the People’s Republic of China, https://obamawhitehouse.archives.gov/the-press-office/2011/01/19/press-conference-president-obama-and-president-hu-peoples-republic-china (Jan. 19, 2011).] 

Things have changed, and how.  Working closely together, this Administration and this FCC have tackled this problem head on and have implemented a comprehensive effort, both at home and abroad, to confront this challenge.  And we’ve been getting results.  
On the international front, we’ve seen a sea change on this issue, following close collaboration with our allies.  For example, in 2019, I was a part of the US delegation to the Czech Republic to help form what ultimately became the Prague Proposals—a risk-based framework for understanding supply chain security to which 32 countries ultimately agreed.  And I have personally traveled everywhere from Germany to Bahrain to Malaysia, and have held bilateral talks with counterparts in numerous countries, from Brazil to South Korea, on the importance of cooperation on this issue.  We’re now seeing the fruits of engagements like these.  The United Kingdom announced in July that it will remove insecure equipment from its 5G networks.  This followed the decisions of countries across Europe, like the Czech Republic, Poland, Romania, Denmark, Estonia, Latvia, Sweden, and Greece.  We have also seen telecommunications operators taking actions to make their networks secure.  From Reliance Jio in India to Telefonica in Spain, from Orange in France to Telstra in Australia, from SK and KT in South Korea to NTT in Japan, operators increasingly are making the decision to only use trusted vendors in their 5G deployments.  This momentum is no accident.  It is due in large part to the hard work done over the past four years, including the extensive and often behind-the-scenes efforts by the FCC, to establish a common, risk-based framework for securing the supply chain.  
And on the domestic front, we’ve made real progress in securing our communications networks and supply chains.  In 2019, for example, the FCC prohibited money from our Universal Service Fund from being used to purchase equipment and services from companies that are designated as national security threats.  We issued initial designations of two companies, Huawei and ZTE, as national security threats.  And Commission staff in the Public Safety and Homeland Security Bureau subsequently finalized those designations.  We also proposed to require certain carriers, known as eligible telecommunications carriers, or ETCs, to remove covered equipment from their USF-funded networks and replace it with equipment from trusted vendors.  We further proposed to establish a reimbursement program to help small, rural carriers shoulder the costs associated with removing and replacing that equipment.  And we have also explored the potential of Open Radio Access Networks, or Open RANs, to transform 5G network architecture, costs, and security.  
Now, a little more than a year later, having cut off the flow of insecure equipment and services into federally-funded communications networks, we turn our attention to finalizing the process for removing equipment already in place that poses a continued threat to our national security, a process memorably termed “rip and replace.”  In the time since we first proposed to create a reimbursement program to help carriers remove covered equipment and services from their networks, Congress passed and the President signed the Secure and Trusted Communications Networks Act of 2019.  This law prohibits the use of the Universal Service Fund to purchase covered equipment and services and requires the Commission to create a reimbursement program similar to what we had proposed.  The Secure and Trusted Communications Networks Act also expanded our legal authority to reimburse certain other providers of advanced communications services, and not just ETCs, for removing and replacing covered equipment and services in their networks.  
So today, we establish “rip and replace” rules and largely adopt our prior proposals for creating a reimbursement program to remove and replace insecure equipment and services in our nation’s networks, with certain modifications as required by the 2019 Act.  Specifically, we require all ETCs to remove covered equipment and services from their networks.  We create a reimbursement program to subsidize smaller carriers and other providers of advanced communications services to remove and replace those services and equipment.  We adopt procedures for publishing a list of covered equipment.  And we adopt reporting requirements so that we are informed about the continued presence of covered equipment in the nation’s communications networks.
This is critically important work, but there’s still more to be done.  We are taking steps within our power to implement the reimbursement program, such as adopting rules for the program and beginning the work of developing a cost catalog to help streamline the process of determining eligible removal and replacement costs.  But we can’t actually implement the reimbursement program unless and until Congress appropriates the necessary funding.  Based on information collected by Commission staff from providers of advanced communications services, the reported cost of removing and replacing covered equipment for providers eligible under current law is nearly $1.6 billion, and it is possible that the actual number will turn out to be greater.  As Senator Wicker, Chairman of the Senate Committee on Commerce, Science, and Transportation recently wrote about the reimbursement program:  “This is a national security imperative.  Fully funding this program is essential to protecting the integrity of communications infrastructure and protecting the future viability of the digital economy at large.”  I entirely agree, and have said so for some time.  The FCC stands ready to fully implement the reimbursement program once Congress provides this funding.
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